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Structure  of  the  Assurance Report  

Chapter 1:    

Let ter of Representat ion. 

 

Chapter 2:    

I ndependent  Auditor 's Assurance Report .  

  

Chapter 3:    

Descr ipt ion of t he data processing in  relat ion t o t he I ST Pr ivate Cloud Solut ion. 

 

Chapter 4:    

Auditor ’s descript ion of cont rol object ives, securit y m easures, tests, and findings. 
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CH A PT ER 1 :   

Let ter  of  Representat ion 
I ST Group AB processes personal data on behalf of Data Cont rollers according to signed Data Processor 

Agreem ents regarding I ST Pr ivate Cloud Solut ion from  I ST Group AB. 

 

The accom panying descript ion has been prepared for the use of custom ers and their  auditors, who have 

used the I ST Pr ivat e Cloud Solut ion from  I ST Group AB, and who have sufficient  understanding to con-

sider the descript ion along with other information, including informat ion about  controls operated by the 

Data Controllers themselves in assessing whether the requirements of the General Data Protect ion Regula-

t ion have been complied with. 

 

I ST Group AB hereby confirm s that  

 

(A)  The accom panying descript ion, Chapter 3, gives a t rue and fair  descript ion of I ST Group’s data pro-

cessing related to the I ST Private Cloud Solut ion throughout  the period 1 October 2023 – 30 No-

vem ber 2024. The cr iteria for this assert ion are that  the following descript ion:   

( i)  Gives an account  of how the cont rols were designed and im plem ented, including:  

 The types of services delivered, including the type of processed personal data. 

 The processes in both I T and m anual system s that  are used to init iate, record, process and, 

if necessary, correct , erase, and lim it  the processing of personal data. 

 The processes ut ilized to secure that  the performed data processing was conducted according 

to cont ract , direct ions, or agreem ents with the Data Cont roller. 

 The processes securing that  the persons authorized to process personal data have pledged 

them selves to secrecy or are subject  to relevant  statutory confident ialit y. 

 The processes securing that  -  at  the Data Cont roller ’s discret ion -  all personal data is erased 

or returned to the Data Cont roller, when the data processing is finished, unless personal data 

m ust  be stored according to law or regulat ion. 

 The processes support ing the Data Cont roller ’s abilit y to report  to the Supervisory Authorit y 

as well as inform  the Data Subjects in the event  of personal data securit y breaches. 

 The processes ensuring appropriate technical and organizat ional securit y m easures for pro-

cessing personal data taking into considerat ion the r isks connected to processing, especially 

accidental or illegal act ions causing dest ruct ion, loss, change, unauthorized forwarding of or 

access to personal data that  is t ransm it ted, stored, or processed in other ways. 

 Cont rol procedures, which we assum e – with reference to the lim itat ions of the IST Privat  

Cloud Solut ion – have been im plem ented by the Data Cont rollers and which, if necessary, to 

fulfil the cont rol object ives m ent ioned in the descript ion, have been ident ified in the descrip-

t ion. 

 Other aspects of our cont rol environment , r isk assessm ent  process, inform at ion system  ( in-

cluding the accompanying work rout ines)  and com municat ion, cont rol act ivit ies and m onitor-

ing cont rols relevant  for processing of personal data. 

 

( ii)  I ncludes relevant  inform at ion about  changes in the I ST Private Cloud Solut ion perform ed in the 

period 1 October 2023 – 30 Novem ber 2024.  

 

( iii)  Does not  omit  or m isrepresent  inform at ion relevant  for the scope of the cont rols described, tak-

ing into considerat ion that  the descript ion has been prepared to m eet  the com mon needs of a 

broad range of customers and their  auditors, and m ay not , therefore, include every aspect  of 

the cont rol system  that  each individual custom er m ay consider im portant  in their  own special 

environm ent . 
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(B)  The cont rols related to the cont rol object ives stated in the accompanying descript ion were suitably 

designed and worked efficient ly throughout  the period 1 October 2023 – 30 Novem ber 2024. The 

cr iteria for this assert ion are that :  

 

( i)  The r isks threatening the fulfilment  of the cont rol object ives m ent ioned in the descript ion were 

ident ified, 

  

( ii)  The ident ified cont rols would, if used as described, provide reasonable assurance that  the r isks 

in quest ion would not  prevent  the fulfilm ent  of the said cont rol object ives, and 

 

( iii)  The cont rols were applied consistent ly as designed, including that  m anual cont rols were per-

form ed by persons with adequate com petences and authorit y throughout  the period 1 October 

2023 – 30 November 2024. 

 

(C)  Appropriate technical and organizat ional securit y m easures are established to honour the agree-

m ents with the Data Cont rollers, generally accepted data processor standards and relevant  de-

m ands to Data Processors according to the General Data Processing Regulat ion. 

 

(D)  The accom panying descript ion and the related cr iteria for fulfilling the cont rol object ives and con-

t rols, Chapter 3, have been prepared based on com pliance with I ST Group’s standard agreem ent  

and related Data Processor Agreem ent . The cr iteria for this basis are:  

 

( i)  General inform at ion securit y policy 

( ii)  I T securit y handbook with reference to the cont rol object ives from  I SO27002 

 

Växjö, 2 Decem ber 2024 

I ST Group AB, I ngelstadsvägen 9., SE-352 34 Växjö, Sverige  

 

Mikael Folkesson    N ikoline Kofod Ravn 

Chief Operat ion Officer   Chief Com pliance Officer 
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CH A PT ER 2 :   

I ndependent  Auditor 's Assurance Report   

For I ST Group AB’ custom ers of I ST Private Cloud Solut ion and their  auditors 

 

Scope 

We have been engaged to report  on the descript ion in Chapter 3, which is a descript ion of the data pro-

cessing in relat ion to the IST Private Cloud Solut ion throughout  the period 1 October 2023 – 30 Novem -

ber 2024, and on the design and funct ionalit y of the cont rols m ent ioned in the descript ion. 

 

The report  is based on the part ial approach, which means this report  does not  include the I T securit y 

cont rols and cont rol act ivit ies related to use of external business partners. These subcont ractors are 

listed in detail in Data Processor Agreem ents and accom panying appendices. 

 

The report ing engagement  does not  cover specific circum stances for the individual custom er. Further-

m ore, the report  does not  cover com plementary controls and cont rol act ivit ies perform ed by the Data 

Cont rollers. 

 

We express our opinion with reasonable assurance.  

 

I ST Group AB’s responsibility 

I ST Group AB is responsible for the preparat ion of the descript ion in Chapter 3 and accom panying Let -

ter of Representat ion in Chapter 1, including the completeness, accuracy, and m ethod of presentat ion 

of the descript ion and statem ent , providing the services covered by the descript ion;  stat ing the cont rol 

object ives;  and for designing, im plem ent ing and efficient ly funct ioning cont rols to achieve the stated 

cont rol object ives. 

 

Beierholm ’s independence and quality m anagem ent  

We have com plied with the requirem ents of independence and other ethical requirements laid down in 

FSR’s Ethical Rules based on fundam ental principles of integrit y, object ivit y, professional com petence 

and requisite care, confident ialit y, and professional conduct .  

 

We apply I SQM 1 and thus sustain a com prehensive system  of qualit y m anagem ent , including docu-

m ented policies and procedures for com pliance with ethical rules, professional standards as well as re-

quirem ents in force under exist ing laws and addit ional regulat ion. 

 

Auditor ’s responsibility 

Our responsibilit y is to express an opinion, based on our procedures, on I ST Group AB’s descript ion and 

on the design and operat ion of cont rols related to the cont rol object ives stated in the said descript ion.  

We have conducted our engagem ent  in accordance with I SAE 3000, Other assurance reports than audit  

or review of histor ical financial statem ents. The standard requires that  we plan and perform  our proce-

dures to obtain reasonable assurance about  whether, in all m aterial respects, the descript ion is fair ly 

presented, and whether the cont rols in all m aterial aspects are appropriately designed and operate ef-

fect ively.  

 

An assurance engagement  to report  on the descript ion, design, and operat ing effect iveness of cont rols 

at  a service organisat ion involves perform ing procedures to obtain evidence about  the disclosures in the 

data processor ’s descript ion of the operat ions of I ST Private Cloud Solut ion, and about  the design and 

operat ing effect iveness of cont rols. The procedures selected depend on the judgem ent  of the auditor, 

including the assessm ent  of the r isks that  the descript ion is not  fair ly presented, and that  cont rols are 

not  suitably designed or not  operat ing effect ively.  
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Our procedures included test ing the operat ing effect iveness of such cont rols that  we consider necessary 

to provide reasonable assurance that  the cont rol object ives stated in the descript ion have been 

achieved. An assurance engagem ent  of this t ype also includes evaluat ing the overall presentat ion of the 

descript ion, the suitabilit y of the object ives stated therein, and the suitabilit y of the cr iter ia specified 

and described by I ST Group AB in Chapter 3. 

 

We believe that  the evidence we have obtained is sufficient  and appropriate to provide a basis for our 

opinion. 

 

Lim itat ions of controls at  I ST Group AB 

I ST Group AB’s descript ion is prepared to m eet  the com m on needs of a broad range of Data Cont rollers 

and their  auditors and m ay not , therefore, include every aspect  of the system  that  each individual Data 

Cont roller m ay consider important  in their  own specific environment .  

 

Moreover, because of their nature, cont rols at  a Data Processor m ay not  prevent  or detect  all data secu-

r it y breaches. Furthermore, the project ion of any evaluat ion of effect iveness to future periods is subject  

to the r isk that  cont rols at  a Data Processor m ay becom e inadequate or fail. 

 

Opinion 

Our opinion is based on the m at ters out lined in this report . The cr iteria on which our opinion is based are 

those described in Chapter 1 under Let ter of Representat ion. I n our opinion,  

 

a)  The descript ion fair ly presents I ST Private Cloud Solut ion, such as it  was designed and im ple-

m ented throughout  the period 1 October 2023 – 30 Novem ber 2024 in all m aterial respects;  and 

b)  The cont rols related to the cont rol object ives stated in the descript ion were in all m aterial respects 

suitably designed throughout  the period 1 October 2023 – 30 Novem ber 2024;  and 

c)  The cont rols tested, which were those necessary to provide reasonable assurance that  the cont rol 

object ives stated in the descript ion were achieved in all m aterial respects, and the cont rols had op-

erated effect ively throughout  the period 1 October 2023 – 30 Novem ber 2024.  

 

Descript ion of tests of controls 

The specific tested cont rols and the nature, t im ing, and findings of those tests are listed in Chapter 4. 

 

I ntended users and purpose 

This report  and the descript ion of the test  of cont rols are solely intended for the Data Cont rollers, who 

have used I ST Private Cloud Solut ion and their  auditors who have sufficient  understanding to consider 

them  along with other inform at ion, including inform at ion about  cont rol m easures, which Data Cont rol-

lers have perform ed them selves, when assessing compliance with the dem ands of the General Data 

Protect ion Regulat ion.  

 

Søborg, 2 December 2024 

Beierholm  

Approved Accountants 

CVR-nr. 32  89  54  68 

 

Kim  Larsen    Jesper Aaskov Pedersen 

Partner, State-Authorized Public Accountant  Director, I T audit    
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CH A PT ER 3 :   

Descr ipt ion of the  data  processing in  re -

la t ion to the I ST Pr iva te  Cloud Solut ion 
3 . I nt roduct ion  

The purpose of this descript ion is to provide I ST Group AB’s custom ers and their  auditors with infor-

m at ion regarding the requirem ents of I SAE 3000, Other assurance reports than audit  or review of his-

tor ical financial statem ents. 

 

The descript ion is prepared for the use of custom ers of I ST Group AB’s joint  operat ions with the other 

com panies of the group – m eaning the operat ions of the consolidated company consist ing of the parent  

com pany I ST Group AB and it s subsidiar ies I ST ApS (DK) , I ST Sverige AB (SE) , I ST I nternat ional Soft -

ware Technology AS (NO) , and I ST Deutschland Gm bH (DE) , which all support  the subsidiaries’ delivery 

of products and services aim ed at  their  respect ive m arkets. I ST Group AB works as sub-processor on 

behalf of the subsidiaries, who in turn act  as data processors in relat ion to their  custom ers, who are 

data cont rollers as defined in the EU General Data Protect ion Regulat ion. 

 

The descript ion gives a fair  view of the organizat ion, the system s, and the cont rols for collect ing, stor-

ing, and other form s of processing personal data in relat ion to providing I ST Private Cloud Solut ion. 

 

The descript ion is addressing I ST Group’s custom ers and their  auditors, who have sufficient  under-

standing of roles and responsibilit ies to consider it  together with other inform at ion including inform at ion 

about  cont rols perform ed by the custom ers, i.e., the data cont rollers them selves, when assessing com -

pliance with the requirem ents of the General Data Protect ion Regulat ion. 

 

3 .1 . Descr ipt ion of I ST Group AB 

I ST Group AB was founded in 1982 as a two-person start -up business and has since grown to a consoli-

dated company with 450 em ployees dist r ibuted on 9 offices in subsidiaries in Sweden, Norway, Den-

m ark, and Germ any. Since 2015, I ST has built  up a group st ructure with com mon aim s, m anagement  

st ructure, processes, and business support ing funct ions. 

 

 

 
 

 

 

 

 

 

IST Group AB

IST ApS(DK) IST Sweden (SE)

Internat ional 

Software Technology 

AS (NO)

IST Deutschland 

Gmbh (DE)

Figure 1 IST Group AB 
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The I ST Group provides I T services that  support  day-care inst itut ions, schools, and youth educat ion 

program s in public and private sectors at  our home m arkets in Sweden, Denmark Norway, and Ger-

m any. 

 

Our solut ions include design, developm ent , operat ions, support , and consultancy services, all with a 

start ing point  in digitalizing and I T support  of our custom ers’ business areas that  are based on legisla-

t ion within the areas of adm inist rat ion, schools, day-care, youth educat ion etc. 

Our close connect ion with the business areas we are working with ensures that  our products and ser-

vices are developed and adapted in relat ion to m arket  developm ent , legislat ion, and the technological 

developm ent . The layout  of our group st ructure m akes it  possible for the subsidiar ies to act  in the local 

m arkets as cooperat ion partners with our customers and to embed knowledge of the dom ain, dem ands 

from  custom ers, and dem ands from  authorit ies in the development  of our products and services. 

 

3 .2 . Descr ipt ion of data processing  

I ST Group AB is responsible for providing services to the other com panies in the group according to the 

descript ion below. The services m ight  vary in scope depending on the st rategic layout  of the individual 

com pany within the group. 

 

Furtherm ore, I ST Group AB is responsible for the support ing funct ions Hum an Resources, Finance, 

Business Development , Market ing & Com m unicat ion, and Corporate I T across the com panies of the 

group. 

 

 

 

 

Figure 2 IST Group AB - Organizat ion 

IST Group AB

Human 

Resource

Finance & 

Corporate 

Service

Solut ion

Strategy &  

Vision

Business 

development

Product  

M anagement

Tech & 

Development

Development

Cloud Services

Tech & 

Innovat ion

M arket ing &  

Communicat ion
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Service level 1 . I ST Private Cloud og I aaS 

I ST Private Cloud includes operat ion of data cent re ( I aaS) , internal and external networks, perim eter 

protect ion, server & storage, database operat ions, backup/ restore, user & r ights m anagem ent , m oni-

tor ing and 24/ 7 on-call service. I n addit ion, there is a layer of ”Private Cloud Services” including 

m aintenance and operat ion of:  vir tualisat ion environm ents, container technologies, log handling, per-

form ance m onitor ing. 

 

I t  is im portant  to point  out  that  when the term  “Private Cloud” is used in this descript ion, the m eaning 

is that  the business m odel offers cloud services to the com panies within the group. I ST Private Cloud is 

operated on a hardware plat form  owned 100%  by I ST. The plat form  is placed in a “private footprint” in 

a data cent re in Denm ark. I t  m eans that  this is NOT about  external organisat ions buying into I ST Pri-

vate Cloud environm ents for the purpose of operat ing their  own products and services directed towards 

their  own custom er segments. 

 

Service level 2 . Operat ing applicat ions 

Operat ion and m aintenance of I ST Private Cloud Solut ion offered to the regional m arkets are handled 

by I ST Cloud within Tech & Developm ent . The service includes installat ion and update of services, t rou-

bleshoot ing and correct ions, m onitor ing (on call 24/ 7) , and handling operat ion-related problem s. 

 

Service level 3 . Softw are developm ent  and m aintenance 

The departm ents St rategy & Vision and Tech & Developm ent  in I ST Group AB provide product ion devel-

opm ent  and m aintenance of the solut ions SaaS, which the subsidiar ies offer on each their  m arkets. The 

service includes design, developm ent , test , correct ion of errors, opt im izat ion of perform ance, m ainte-

nance, and release of I ST’s product  port folio. 

 

Although design and developm ent  do not  necessarily lead to access to customer data, it  m ight , how-

ever, result  to som e extent  in processing personal data, for instance error handling, m aintenance, test  

and releases. 

 

Overview of the com panies of the group and the services of the I ST Group AB:  

 I ST Private 

Cloud &  I aaS 

Applicat ion 

operat ions 

Softw are De-

velopm ent  &  

m aintenance 

I ST ApS 

Denm ark  

Applicable NOT Applicable NOT Applicable 

I ST Sverige AB 

Sw eden 

Applicable 

 

Applicable Applicable 

 

I ST I nternat ional Softw are Technology 

AS 

Norw ay 

Applicable 

 

Applicable Applicable 

 

I ST Deutschland Gm bH  

Germ any 

Applicable 

 

NOT Applicable Applicable 

 

I n connect ion with providing these services, I ST Group AB m ust  under certain circum stances take on 

the role as sub-processor on behalf of the subsidiar ies of the Group. The division of tasks and the re-

quirem ents etc. that  are subject  to data protect ion r ights are laid down in Data Processor Agreem ents 

between the com panies within the I ST Group. The result  is that  I ST Group AB is stated as sub-proces-

sor in the Data Processor Agreem ents between the subsidiar ies and their  custom ers ( the data cont rol-

lers) . 

 

All such processing of personal data is m anaged by form ally docum ented policies and procedures. All 

documents are subject  to re-assessm ent  at  regular intervals to ensure com pliance with relevant  legisla-

t ion. 
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Processing of personal data can, when subject  to certain condit ions, be t ransferred to other sub-proces-

sors, who have signed Data Processor Agreem ent  with I ST Group AB. 

 

3 .3 . Personal data 

The scope, t ype, length etc. of the data processing are defined in the Data Processor Agreem ents and 

reflect  the service level between the different  companies. Depending on the relevant  Data Processor 

Agreem ent , the data processing can include general personal data, confident ial inform at ion, and in 

som e cases, addit ional categories of personal data. 

 

The categories of data subjects, included in the data processing, vary according to the agreem ent  with 

the data cont roller as well as with the type of service in quest ion. 

 

I ST Group AB and it s subsidiar ies have assessed that  scope, t ype, and length of processing of personal 

data perform ed on behalf of the data cont rollers will, inevitably, im ply a high r isk for the data subjects’ 

r ights and freedom . Add to this issue, the processing of data regarding vulnerable persons ( like chil-

dren, em ployees) , and that  the processing includes a really very large num ber of data subjects as well 

as during a long period of t im e. Put  together, all these issues will result  in dem ands to a high level of 

securit y.  

 

I ST Group AB and it s subsidiar ies (data processors and sub-processors)  are on this background allowed 

to and obliged to m ake decisions regarding the technical and organizat ional securit y m easures to imple-

m ent  for the purpose of establishing the necessary (and agreed)  level of security.  

 

3 .4 . Risk  assessm ent  

I ST Group AB perform s and m aintains r isk assessm ents of infrast ructure, system s, and processes in re-

lat ion to the specific services provided to the com panies within the group. 

 

The r isk assessm ent  ident ifies and exposes the r isks related to the data subjects’ r ights and freedom  

rights in connect ion with the processing and includes an assessm ent  of the threats regarding confident i-

alit y, integrit y, and availabilit y. 

 

The assessm ent  is the start ing point  for establishing suitable technical and organizat ional securit y 

m easures. 

 

When external service providers are used in the processing of personal data, a separate r isk assess-

m ent  is perform ed for the services provided by the supplier in quest ion, to support  the ent ire r isk as-

sessm ent  and the m easures that  are init iated to compensate for them .  

 

The r isk assessm ent  is perform ed and m aintained by the steering com m it tee for m anaging inform at ion 

securit y, and is approved by top m anagement , too. 

 

3 .5 . Control object ives 

To support  our role as data processor, I ST Group AB has developed and implem ented cont rols to assist  

us in com plying with the General Data Protect ion Regulat ion. Below, the int roduced procedures and 

cont rols are described in m ore detail. 

 

3 .5 .1 . Control object ive A: I nstruct ions regarding processing 

Procedures and cont rols are observed to ensure that  the inst ruct ions regarding processing personal 

data are com plied with in accordance with the Data Processor Agreem ent . 

 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: P
8L

W
H

-6
X6

J8
-S

H
Q

XS
-7

YT
31

-V
BY

V4
-1

Z0
0E



 

/ 11 

 

According to the internal procedure, a Data Processor Agreem ent  m ust  be signed every t im e I ST Group 

AB is data processor in relat ion to other com panies with the group. The Data Processor Agreement  

serves – together with further specific inst ruct ions from  1)  The com panies within the group in their  ca-

pacity as data processor in relat ion to 2)  The customer, who is data cont roller – as foundat ion for the 

data processing. 

 

All Data Processor Agreements between I ST Group AB and it s subsidiar ies are m ade with the support  

from  I ST Group’s com pliance departm ent  (Standards & Governance) . The departm ent  perform s an as-

sessm ent  of the qualit y of the agreem ents, com pared with the actual services, as well with as with the 

legalit y of the inst ruct ions regarding the processing act ivit ies connected to the agreem ent . 

 

According to regular intervals, and in connect ion with m ajor planned changes in the organizat ion and/ or 

the services between I ST Group AB and it s subsidiaries, I ST Group’s com pliance department  oversees 

the consistence between the actual processing act ivit ies, the Data Processor Agreem ents, and the in-

st ruct ions. 

 

3 .5 .2 . Control object ive B: Technical security m easures 

Procedures and cont rols are com plied with to secure that  the data processor has im plem ented technical 

m easures to ensure relevant  securit y in the data processing. 

 

I ST Group AB has inform at ion securit y as an overall st rategic init iat ive, to which is im plem ented an in-

form at ion securit y m anagem ent  system  based on the I SO27001 fram ework. The organizat ion -  that  

takes care of operat ions and m aintenance of I ST Private Cloud and I nfrast ructure-as-a-Service ( I aaS)  – 

is included in the present  ISO cert ificat ion and has been included since 2015. I n addit ion, I ST’s m an-

agem ent  system  is cert ified for qualit y ( I SO 9001)  and environment  ( I SO 14001) . 

 

The m anagement  system  includes procedures for m anaging inform at ion security, object ives & follow-

up, internal & external audits, m anagement ’s review, system at ic im provements, and deviat ion m anage-

m ent . The annual external follow-up audits and 3-year re-cert ificat ions are perform ed by an independ-

ent  third party (DNV;  www.dnv.com )  and ensure the efficiency and conform ity of the m anagement  sys-

tem  in accordance with the I SO standards (27001, 9001, 14001) . 

 

The outcom e of audits, reviews, and the efficiency of the m anagem ent  system  is presented and evalu-

ated by Managem ent  at  regular intervals, and it  is assessed whether our com pliance with standards and 

the data protect ion legislat ion is appropriate.  

 

Via the I T st rategy, I ST Group AB has chosen I SO27002 as point  of departure and has in this way used 

the I SO m ethodology for im plem ent ing the relevant  securit y m easures within the following areas:   

 

 

  I nform at ion securit y policies 

  Organisat ion of inform at ion securit y 

  Hum an resources securit y 

 Asset  m anagem ent  

 Access cont rol 

 Encrypt ion 

 Physical and environmental securit y 

 Operat ions securit y 

 

 Com m unicat ion securit y 

 Supplier relat ionships 

 I nform at ion securit y incident  m anagem ent  

 I nform at ion securit y aspects of business 

cont inuity m anagem ent  

 Com pliance with legal and cont ractual re-

quirem ents 

 

Asset  m anagem ent  

The group’s I T equipm ent  and I T resources are recorded in the group’s CMDB (Configurat ion Manage-

m ent  Database) . The purpose is to m aintain updated databases with relevant  data for the group’s I T 

equipm ent , which is necessary for our product ion and m aintenance of SaaS, Pr ivate Cloud, and I aaS.  
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By recording and updat ing this inform at ion in a” CMDB” (Configurat ion Managem ent  Database) , we en-

sure that  we have an accurate survey of our I T equipm ent  and it s condit ion. This enables us to carry 

out  efficient  m anagement  of our I T environm ent , including ident ificat ion of potent ial problem s, planning 

of m aintenance and support , as well as fast  react ion in the event  of incidents and crashes. 

 

 All units in the product ion environm ents are recorded in an CMDB. 

 Devices ( laptops, m obile devices etc.)  are m anaged by MDM (Mobile Device Managem ent )  

 Hardware is phased out  in an environm entally responsible fashion. 

 Data on hard disks is erased according to the NI ST.800-88 standard. 

 

Access control 

I ST uses a role-based access cont rol of r ights to hardware, networks, and services. The em ployees 

have personal and unique userI Ds and are inst ructed not  to share access with others, as well protect  

access against  unauthorized use. Access to the group’s internal network and services takes place via 

m ult i- factor authent icat ion. 

 

Grant ing of access takes place in accordance with the group’s business purposes and the classificat ion 

of the inform at ion. Via a role-based approach to access cont rol, we ensure that  the employees have 

only the approvals and privileges that  are necessary for perform ing their  work without  having unneces-

sary access to sensit ive and confident ial inform at ion. 

 

Applicat ions for grant ing access to product ion resources are approved by the nearest  leader and docu-

m ented for t raceabilit y, which ensures a st r ict  cont rol over the access to cr it ical system s and data. Ex-

tended access r ights, like adm inist rator accounts, are only granted to a lim ited num ber of staff, who 

has a direct  responsibilit y for the operat ion of SaaS. These privileges are granted to individual accounts 

and are subject  to regular cont rol to ensure securit y and com pliance with guidelines. Access logging is 

perform ed and is stored for 6 m onths. 

 

Encrypt ion 

Encrypt ion is an im portant  securit y m easure used for protect ion of data during t ransportat ion and stor-

ing. Using secure encrypt ion algorithm s is decisive for m aintenance of high securit y regarding data 

com m unicat ion and stor ing. Usually, we use TLS (Transport  Layer Securit y)  version 1.2 or newer. 

 

 Ensure network t raffic between the user ’s client  (browser)  and I ST’s services. HTTPS t raffic is fil-

tered through a firewall and redirected to cent ral “load balancers.” 

 VPN (Virtual Private Network)  tunnels are used to ensure the network t raffic between customers, 

third part ies, and I ST’s network. 

 SFTP (Secure File t ransport  Protocol)  is used for exchanging files between custom ers, third part ies, 

and I ST. 

 Secure m ail, default  set t ing is set  up to use encrypt ion for sending/ receiving e-m ail via SMTP. 

 SSH (Secure Shell)  is used to connect  to internal networks and servers. 

 Backup of files and databases is perform ed locally and is secured using TLS 1.2 encrypt ion. 

 Storage disks (SAN)  use encrypt ion for disks that  are act ively registered in the SAN cluster. When a 

disk is rem oved, the encrypt ion is autom at ically erased within short  t im e. 

 

Physical security 

For all offices and buildings, where I ST has office prem ises, there is an established access cont rol (per-

sonal tags/ pin)  and alarm  system s with m onitor ing outside of opening hours. I T equipment  is as far as 

possible locked up and/ or ensured by fastening into const ruct ion m aterial. Movable devices are either 

under personal surveillance or locked up. 
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For data cent res there is established physical security as well as 24/ 7/ 365 monitoring and several lay-

ers of access cont rol. The dem ands correspond to ”Upt im e I nst itute’s” TI ER 3 classificat ion, which in-

cludes that  a data cent re can be m aintained simultaneously with redundant  com ponents using redun-

dant  dist r ibut ion channels to service the cr it ical environm ent . Cont rary to the dem ands of Tier I  and 

Tier I I , these facilit ies require no closing down, when the equipm ent  is m aintained or changed. The 

com ponents in Tier I I I  are added to the Tier I I -com ponents m eaning that  each part  can be closed with-

out  im pact ing the I T operat ion. The com ponents include:  

 

 Units for power, cooling, m onitoring 

 Redundant  power lines and product ion units (public elect ricit y suppliers, generators) . 

 1+ N capacity in all cr it ical units. 

 Water and fire detect ion and fight ing. 

 System at ic test  of all units, annual full- scale test  of power outage for the ent ire building. 

 

Operat ions security 

I ST Group AB has im plem ented procedures for work rout ines everywhere in the organisat ion. The pro-

cedures are owned by each head of departm ent , who is responsible for the procedures being updated, 

efficient , and com m unicated to all relevant  employees. The steering com m it tee for inform at ion securit y 

and data protect ion is responsible for overseeing that  the procedures are kept  updated and that  contact  

points between process areas work to the best  possible effect . 

 

 Operat ional Change Managem ent  Process (OCP)  

 Operat ional I ncident  Managem ent  Process (OI P) 

 Software Development  Process 

 Software Support  Process 

 Software Release Process 

 

I n addit ion, there is a series of procedure descript ions laying down specific work rout ines for im portant  

and cr it ical operat ions regarding operat ion and m aintenance tasks. 

 

Supervisory m onitor ing of operat ions and capacity is established on product ion environm ents and infra-

st ructure. Furthermore, we have 24/ 7/ 365 ”On-Call” service with staff conduct ing m onitor ing and first -

line support  outside norm al working hours. Crit ical suppliers (data cent re, internet - line operator etc.)  

also use the staff m em ber, who is “On-call” duty as point  of contact  for cr it ical errors in their  deliveries. 

 

The autom ated m onitor ing of resources in relat ion to hardware/ data lines etc. is perform ed via a con-

siderable num ber of param eters collected as data points in a cent ral database. On this basis, develop-

m ent  in load over t ime can be docum ented and followed up. The operat ing staff inspects daily that  the 

load is within the tolerances and t im es specified. 

 

Backup 

Securit y backup is performed of databases, vir tual servers (snapshots) , log archives, and binary code 

librar ies to m ake recovery possible in case of an em ergency. Securit y copies are encrypted and are 

stored locally in the operat ions environm ent . From  here, they are t ransferred to a secondary locat ion 

via an encrypted data line. There are different  requirem ents to the intervals of securit y copying, recov-

ery test , storage period, and t ime for regenerat ion depending on the im portance of the I T services as 

defined in a securit y copying policy. At  regular intervals, recovery tests are perform ed to ensure the 

integrit y of the data copied according to securit y policy. 

 

The requirem ents to securit y copying, erasure, and recovery test  of custom er data are defined in Data 

Processor Agreem ents and cont racts with custom ers. 
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Vulnerabilit ies, patch, and security configurat ions 

The organisat ion m onitors the developm ent  in release of known vulnerabilit ies in products and services, 

and the organizat ion has a r isk-based approach to this. Operat ing system s and services exposed to 

public networks have the highest  pr ior it y, next  on the list  is other cr it ical infrast ructure.  

 

Procedures for evaluat ing new known vulnerabilit ies are established, and likewise how to handle them . 

Furtherm ore, system  support  is im plem ented for ident ificat ion of vulnerabilit ies in third-party librar ies 

used in I ST’s services. 

 

Work rout ines are established with requirements regarding the allowed patch level and versions of the 

operat ing system s, vir tual environm ents including container, as well as allowed securit y set t ings. Only 

em ployees with extended access r ights can install and update software on equipm ent  in product ion en-

vironm ents. 

 

Penetrat ion test  

At  regular intervals various tests are perform ed of operat ing environm ent , networks, and perim eter 

protect ion to test  the efficiency of the im plemented m easures. Test  can be perform ed by I ST Group’s 

own staff or by external consultants after preceding descript ion of the task and “the Rules of engage-

m ent”. Test  reports are evaluated by operat ions m anager and the steering comm it tee of inform at ion 

securit y, and any im provem ents are also decided here. 

 

Cyber threats 

Use of services for ident ificat ion and fight ing virus, m alware, and other cyber threats are im plem ented, 

where it  is necessary and based on a r isk-based approach. Any except ions m ust  be approved by m an-

agem ent , documented via r isk assessm ent  and other established technical m easures. The following 

technical m easures are implem ented:  

 

 Ddos protect ion of external data lines towards the internet  

 Ant ivirus and Malware protect ion on all laptops 

 Malware/ spam  detect ion in e-m ails and other cooperat ion plat form s 

 Ant ivirus on exposed servers based on a r isk assessm ent   

 Scanning endpoint  for open protocols and known vulnerabilit ies  

 

Logging 

Logging is a useful tool that  serves several purposes like m onitoring, perform ance, errors, and is im ple-

m ented on m any levels in the product ion environm ent . Logs contain im portant  inform at ion about  inci-

dents in the system s and users’ dealings with data. Logging includes network t raffic, connect ion be-

tween services, operator access and system  access, occurrence of errors, securit y logs, applicat ion us-

ers’ system  login, and audit  t rails for users’ handling of confident ial inform at ion etc. 

 

Logs are stored in specific system s and databases suitable for handling large am ounts of data in 

searchable form ats and are protected by rest ricted access on networks and user roles. There are estab-

lished rout ines for how long logs on different  levels are stored and erased. I n addit ion, when it  is neces-

sary, to secure logs against  unjust ified changes and m anipulat ion. 

 

Com m unicat ion security ( netw ork security)  

The connect ion between product ion environm ents, I ST’s internal network, public com m unicat ion net -

work ( the internet )  takes place via two independent  data lines with endpoint  protect ion in the form  of 

redundant  firewall and load balancer. 

 

Firewalls have an in-built  hierarchy of rules on protocol and service that  ensures that  only approved 

t raffic is perm it ted into specific segm ents of the network. I n addit ion, network t raffic from  unsecure I P 
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segm ents is barred (geo- fencing) . All incom ing and outgoing network t raffic is m onitored and logged in 

cent ral services. 

 

The internal networks behind the firewall are divided into several I P segm ents based on types of ser-

vice. This is, inter alia, DMZ-zones, infrast ructure and operat ions, service net , database net  etc. Access 

between internal networks is allowed based on protocols and types of services governed by firewall 

rules. 

 

Segregat ion of networks is established between product ion environm ents, pre-product ion environm ents 

and test  environm ents. 

 

I ST’s other internal networks for adm inist rat ive tasks, and available for all I ST em ployees, have no ac-

cess to product ion environm ents. 

 

All t ransfer of data to third part ies and locat ions outside I ST’s cont rolled networks is conducted via en-

crypted data lines. 

 

Use of rem ote w orkplaces/  hom e office ( te lew orking)  

A possibilit y is established that  enables em ployees and consultants at  I ST Group AB to enter internal 

networks and services from  rem ote workplaces or hom e offices via external com m unicat ion lines. There 

are established m easures like encrypt ion, VPN, and m ult ifactor validat ion to ensure that  no unauthor-

ized person can access sensit ive and confident ial personal inform at ion. Any processing perform ed by 

em ployees/ consultants is only allowed by using approved units from  the workplace. 

Operat ional staff and other em ployees with work- related needs for access to product ion networks ( I ST 

Private Cloud and I aaS environm ents)  m ust  go through addit ional m ult ifactor authent icat ion m echa-

nism s before they can access product ion networks and services. 

 

Use of environm ents for developm ent , test , and product ion 

Different  t ypes of environm ents are established to use for tasks regarding design, developm ent , test , 

and correct ion of errors. Art ificial data is used in environm ents for development , test , and dem o. Rules 

and procedures describe requirem ents to product ion data (personally ident ifiable inform at ion) . When 

personal data is processed in relat ion to ident ificat ion of errors and verificat ion of correct ion of errors in 

product ion- like environm ents, there are the sam e requirem ents to technical and organizat ional 

m easures as there are in relat ion to real product ion environm ents. 

 

There are established procedures for software developm ent , support , and m aintenance im plying that  

securit y rout ines are included in the work of everybody involved in developm ent  and operat ions of our 

program s and services:   

 

 Software test , including cont rolling vulnerabilit ies in third-party libraries. 

 Version m anagem ent  and backup. 

 Configurat ion m anagem ent  and backup. 

 Autom ated build and deploym ent . 

 

Supplier relat ionships 

I ST Group has established policies for m anaging cr it ical suppliers – “Supplier Code of Conduct”. De-

m ands regarding inform at ion securit y and data protect ion are m ade to suppliers/ business partners, 

who take part  in operat ion and m aintenance of I ST Private Cloud and I aaS. Risk assessm ents are per-

form ed in relat ion to supplier and type of cooperat ion, and service cont racts, NDA etc. are signed.  

 

The steering com m it tee for inform at ion securit y is responsible for inspect ion at  regular intervals of sup-

pliers’ compliance with cont racts and securit y dem ands. 
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I nform at ion security incidents m anagem ent  

The organizat ion has implem ented procedures for m anaging inform at ion security incidents and data 

protect ion incidents – procedures describing work rout ines, roles, and responsibilit y for correct  and 

thorough handling. The process is m onitored by I ST’s com pliance departm ent  that  is act ively involved 

in relat ion to high level or cr it ical incidents and is responsible for involving the organisat ion’s Data Pro-

tect ion Officer when necessary and required. I n addit ion, the efficiency of the process is evaluated in 

our Management ’s annual review. Em ployees perform ing an act ive role in the processes receive t raining 

and sparr ing in relat ion to their  role to ensure the necessary qualit y in this work. All incidents are 

logged and documented, and inform at ion is forwarded to third part ies (custom ers, partners, authori-

t ies)  when necessary to com ply with legislat ion, direct ions, and cont racts. 

 

I nform at ion security aspects of business cont inuity m anagem ent  

The organisat ion’s total operat ion st ructure is com posed with a redundant  set -up consist ing of several 

layers – when possible and financially profitable. This ensures a relat ively high upt im e, and we honour 

the applicable dem ands of the Service Level Agreem ents. 

 

Regardless of the above, em ergency procedures and re-establishing procedures are established to en-

sure that  the organizat ion will act  in case of unexpected and sudden incidents of som e size. 

 

Cont ingency plans are prepared (as business cont inuity) , including descript ion of roles and responsibili-

t ies for cr isis m anagem ent , sum m ons, declarat ion of cr isis level, escalat ion etc. I n the event  of a m ajor 

cr isis, a Crisis Managem ent  Staff is sum m oned, consist ing of m em bers of:  Senior Managem ent , Opera-

t ions and Development , Com pliance and Com m unicat ion. The Crisis Management  Staff’s purpose is to 

ensure the best  possible fram ework for re-establishing the operat ions of the organizat ion. 

 

I n the cont ingency plans there is a descript ion of certain cr it ical scenarios as well as a procedure to 

counter them . The scenarios are part ly based on r isk assessm ents and part ly on actual incidents (or 

near- incidents)  and are enhanced on an ongoing basis. 

 

Annual tests are conducted of various parts of the cont ingency plan. These tests are evaluated and sub-

sequent ly im provem ent  init iat ives are ident ified. 

 

3 .5 .3 . Control object ive C: Organisat ional security m easures 

Procedures and cont rols are com plied with to secure that  the data processors have im plem ented organ-

izat ional m easures to ensure suitable securit y of processing. 

 

The General Data Protect ion Regulat ion specifies that  suitable technical and organizat ional securit y 

m easures m ust  be established. I ST Group AB m anages this securit y setup using im plemented policies, 

like policies for:  

 

 I nform at ion securit y m anagem ent  

 Logical access cont rol 

 Physical securit y 

 Mobile devices and teleworking 

 Classificat ion of inform at ion 

 Processing/ storing/ erasing of personal data 

 Data breaches 

 

These policies set  the general condit ions for prevent ing accidental or illegal dest ruct ion, loss, or change, 

as well as prevent ing non-authorized t ransfer of or access to personal data. 

 

I n addit ion to the general polices, a set  of procedures is im plem ented which relates specifically to pro-

cessing personal data and how to act  in com pliance with the General Data Protect ion Regulat ion. 
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I nform at ion and direct ions regarding collect ing, stor ing and other kinds of processing personal data are 

available for all employees on our int ranet . All em ployees receive m andatory t raining about  data pro-

tect ion, and ongoing awareness cam paigns are part  of our annual plan in relat ion to securit y com m uni-

cat ion. 

 

Organisat ion of inform at ion security 

We have established a dedicated steering com mit tee for inform at ion securit y and data protect ion. The 

steering com mit tee is responsible for the overall m anagem ent  and cont rol of securit y & data protect ion 

in relat ion to all I ST’s products and services we provide to our custom ers (data cont rollers) . 

 

This steering com m it tee consists of relevant  roles from  product  developm ent , m anagem ent , and com -

pliance, who are responsible for procedures and work rout ines in the departm ents for design, develop-

m ent , and operat ions. 

 

The steering com m it tee operates in relat ion to a st ructured annual cycle of work ensuring follow-up on 

all aspects of inform at ion securit y and data protect ion. This includes updat ing r isk assessm ents, evalua-

t ion of securit y and data protect ing incidents, as well as updat ing and implement ing of policies and 

work procedures. 

 

The com m it tee’s pr im ary task is to secure that  all relevant  securit y and data protect ion m easures are 

established and are com plied with during all phases of the products’ life cycle. The com m it tee ident ifies 

and prior it izes r isks, defines policies and procedures, and ensures that  all employees have the neces-

sary knowledge and t raining to efficient ly handle inform at ion securit y and data protect ion. 

 

Hum an resources security 

I ST upholds severe recruitm ent  procedures to ensure that  staff with appropriate com petences is em -

ployed. Verificat ion is carr ied out  of the applicant ’s com petences, CV, and previous work experience. 

I ST em ployees are m atched against  a predefined set  of j ob descript ions that  out lines com petences, ar-

eas of responsibilit y, place in the organizat ion’s st ructure, and reference to a m anager. Obligat ions in 

relat ion to confident ialit y, NDA, and code of conduct  are a part  of the em ployment  cont ract  between 

I ST and the employee.  

 

Onboarding program s are im plem ented focusing on rules and areas of responsibilit ies when employed 

by I ST in general – and direct ions in force at  the departm ent  in quest ion. 

Term inat ion of em ploym ent  follows the offboarding procedure to ensure that  all necessary steps are 

perform ed correct ly by m anagers, HR, and Corporate I T. 

 

I n the event  of purchase of consultancy services or com m encing cooperat ion with third part ies in con-

nect ion with projects, and when confident ial inform at ion is shared, obligat ions regarding confident ialit y, 

NDA, and code of conduct  are part  of our standardized basis of cont racts.  

 

I ST invests in staff t raining to secure that  all em ployees and consultants know and understand policies 

and procedures regarding inform at ion securit y and data protect ion. We offer regular t raining program s 

focusing on the specific direct ions and best  pract ices applying to our organizat ion. 

 

Data Protect ion Officer ( DPO)  

Based on GDPR Art icle 38, guidance notes from  nat ional data protect ion agencies, and EDPB’s ( the Art i-

cle 29 Group’s)  recom m endat ions in WP 243 rev. 02 – I ST Group AB has assessed the need of at tach-

ing a data protect ion officer to our organizat ion. The assessm ent  resulted in establishing a cooperat ion 

with an external law firm  -  Focus Advokater P/ S – and from  this firm  we have appointed Jesper Løffler 

Nielsen, Associated Partner, Barr ister (High Court ) , PhD as data protect ion officer for I ST Group AB and 

the other com panies in our group. 
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3 .5 .4 . Control object ive D: The r ight  to erasure ( ”The r ight  to be forgot ten”)   

Procedures and cont rols are com plied with to ensure that  personal data can be erased or returned if an 

agreem ent  is m ade with the data cont roller to this effect . The overall division of tasks for m anaging the 

individual’s r ights ( including insight , correct ion, and erasure)  between data controller, data processor, 

and sub-processor is defined in a series of data processor agreem ents between the part ies.  

 

At  I ST Group AB and the other companies in the group, the allocat ion of responsibilit ies is m ade m ore 

explicit  in data processor agreem ents, rules, and procedures to the total effect  that  I ST assists the data 

cont roller in conform ing to the data subject ’s r ights. 

 

3 .5 .5 . Control object ive E: Sub- processor 

I ST Group AB has im plem ented a group policy ”Supplier Code of Conduct” describing our expectat ions 

and dem ands to suppliers ( including sub-processors)  in relat ion to param eters like hum an r ights, qual-

it y, pr ivacy protect ion, inform at ion securit y, sustainabilit y etc. 

 

I n addit ion, a procedure is established about  on-boarding, m anaging, and off-boarding suppliers. The 

procedure defines responsibilit y and roles for m anaging suppliers, and it  ensures that  relevant  dem ands 

to securit y and qualit y are accom m odated. 

 

These procedures out line how to deal with sub-processors:  

 

 I n connect ion with select ing and com m encing cooperat ion:  Cont racts, term s & condit ions, data pro-

cessor agreem ents, r isk assessm ent . 

 During ongoing cooperat ion:  Follow-up on com pliance, updat ing r isks, problem  handling. 

 And discont inuat ion of cooperat ion:  Terminat ion of cont racts, erasure/ returning of data. 

 

3 .5 .6 . Control object ive F: Stor ing personal data 

As part  of the total fram ework for inform at ion security, we have defined a securit y policy in relat ion to 

third part ies, and according to this policy, I ST Group AB is not  allowed to cooperate with a supplier, 

who cannot  com ply with IST Group’s securit y standard. I n addit ion to this, we have im plem ented pro-

cedures for due diligence, review of suppliers, and r isk analysis regarding third part ies, so that  we en-

sure that  a supplier or other third party, who is going to process personal data on behalf of I ST Group 

AB, has im plem ented appropriate technical and organizat ional m easures to com ply with the General 

Data Protect ion Regulat ion. 

 

Depending on the r isk assessm ent , the assessm ent  m ight  be repeated with regular intervals. Further-

m ore, I ST Group AB and the external data processor m ust  sign a data processor agreem ent , and in this 

agreem ent  I ST Group AB m ust  specify our requirements to securing compliance with the General Data 

Protect ion Regulat ion. The data processor agreem ent  includes a condit ion stat ing that  I ST Group AB 

can term inate the agreement , in the event  the sub-processor does not  com ply with cont ractual require-

m ents or does not  com ply with the General Data Protect ion Regulat ion. 

 

According to the data processor agreem ents between I ST Group AB and the other com panies of the 

group, planned changes regarding sub-processors must  be com municated well in advance to the com -

panies in the group. Furtherm ore, it  must  be ensured that  specific dem ands regarding t ransfers to third 

count r ies and other dem ands to technical and organizat ional m easures are not  im paired in any m aterial 

way com pared to the signed data processor agreements between I ST Group AB and the other compa-

nies of the group. 
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3 .5 .7 . Control object ive G: Transfer  of personal data to third countr ies 

Transfer of personal data to third count ry or to organizat ions that  have been a hot  topic am ong the 

public from  the sum m er of 2020. I ST Group AB and the regional com panies are m onitoring the devel-

opm ent  very closely, and we acknowledge that  our governm ental custom ers are very preoccupied with 

insuring them selves against  undocumented t ransfers to third count ries, and all things considered want  

to totally avoid these issues. Thus, I ST’s st rategy is to t ry to com pletely avoid t ransfers to third coun-

t r ies when possible.  

 

I n connect ion with I ST Group AB and the other group com panies’ customer- facing SaaS solut ions, I ST 

Group AB solely t ransfers personal inform at ion to third count r ies or internat ional organisat ions, if an 

agreem ent  has been signed with a data processor or data cont roller about  this by way of a data proces-

sor agreem ent  with accompanying specific inst ruct ions. I n addit ion, the t ransfer m ust  be in compliance 

with GDPR and nat ional legislat ion regarding t ransfers to third count ries.  

 

When using sub-processors outside EU/ EEA boundaries, the requirements for this purpose are defined 

in I ST's Supplier Management  Model. I n consequence of this, it  is, inter alia, stated that  all t ransfers to 

foreign count ries can solely take place on the following background:  

 

 General or specific consent  from  the data cont roller/ data processor 

 Etablishing valid basis of t ransfer 

 Etablishing necessary m easures 

 Follow-up and cont rol with the t ransfer 

 

3 .5 .8 . Control object ive H: Assist ing the data controller 

I ST Group AB has defined internal procedures and direct ions for support ing requests from  data sub-

jects. This includes descript ions of all necessary steps to reply to such requests, including how the re-

quest  is processed, who is involved, how to ident ify a data subject ’s personal data, and how the process 

is documented and com m unicated to the data subject . The procedures support  IST Group AB’s efforts 

to com ply with the not ice of 30 days for replying to a request  from  a data subject . 

 

I n accordance with our procedure, I ST Group AB will not  accom modate a direct  request  from  a data 

subject  but  will always refer to the data cont roller. The procedure states that  inform at ion will only be 

forwarded to the data subject  when the data cont roller has given advance consent  in writ ing. 

 

3 .5 .9 . Control object ive I : Data security breaches 

Procedures and cont rols are com plied with to ensure that  act ion is taken in relat ion to every breach on 

personal data securit y in accordance with the signed data processor agreem ent . 

 

I ST Group AB has im plem ented a policy for m anaging securit y incidents including inform at ion securit y 

incidents and/ or data protect ion breaches – a policy stat ing I ST Group AB’s general responsibilit y in the 

event  of securit y incidents. 

 

I n addit ion to the general policy, I ST Group AB has im plem ented an ”I ncident  Managem ent  Process”, 

”Operat ionel I ncident  Process”, which defines in detail how incidents m ust  be handled including rem e-

dial act ion and report ing to data processor and data cont roller. 

 

I n accordance with the procedure, the data cont roller m ust  always be inform ed in case of an incident  

involving personal data processed by I ST Group AB on behalf of the data cont roller. 
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3 .6 . Com plem ent ing controls at  data processor and data controller 

Som e of the cont rol object ives included in I ST Group’s system  descript ion can only be fulfilled if act ion 

is taken together with complem ent ing and efficient ly working cont rols at  data processors and data con-

t rollers. The present  report  does not  cover whether such cont rols have a suitable design, are im ple-

m ented, or work efficient ly. 

 

The Data processor, I ST Group AB’s subsidiaries ( I ST ApS, I nternat ional Software Technology AS, I ST 

Sverige AB and I ST Deutschland Gm bh. 

 

I t  is the data processor ’s responsibilit y to have im plem ented suitable policies and procedures to com ply 

with the requirements of responsibilit y and obligat ions laid down in the overall data processor agree-

m ent  – an agreem ent  containing the following aspect  ( the list  is not  com plete) :  

 

 Personal data forwarded to I ST Group AB is updated and correct . 

 Securing the legalit y of the direct ions forwarded to I ST Group AB in relat ion to data protect ion leg-

islat ion in force at  the t im e in quest ion. 

 That  the direct ions are in accordance with the data processor agreem ents and the services provided 

by I ST Group AB. 

 That  the data processor has appropriate user access m anagem ent  regarding personal data. 

 That  the role as I ncident  Manager is described in the procedure for handling data breaches ( I nci-

dent  Managem ent  Process) , is perform ed by a com petent  em ployee, and is handled efficient ly. 

 That  the procedure for r ight  to insight  is handled efficient ly in the com municat ion with the data 

cont roller and with the data subject , if any.  

 

The data processor I ST Group AB are them selves responsible for m anaging the following cont rol objec-

t ives:  

 Developm ent , operat ions, configurat ion, m onitoring, and m aintenance of own services provided to 

I ST Group AB’s custom ers. 

 Configurat ion and m onitor ing of backup. 

 Erasure of custom er data, database backups 

 Handling ”the r ight  to be forgot ten” in backups. 

 Choice of ”appropriate securit y level”, re-assessm ents and follow-ups, and tests of securit y con-

t rols, see Art icle 32 of GDPR which is relevant  for services developed by or on behalf of I ST Group 

AB. 

 Keeping records of categories of persons and personal data (Art icle 30 of GDPR)  in relat ion to pro-

prietary custom ers services (Art icle 30 records) .  

 

Data controller  ( custom ers of I ST Group AB’s subsidiaries)   

 Personal data handed over to I ST Group AB’s subsidiar ies ( I ST ApS, I nternat ional Software Tech-

nology AS, I ST Sverige AB, I ST Deutschland Gm bh is updated and correct . 

 Securing the legalit y of inst ruct ions t ransferred to I ST Group AB’s subsidiar ies ( I ST ApS, I nterna-

t ional Software Technology AS, I ST Sverige AB, I ST Deutschland Gm bh)  in relat ion to the data pro-

tect ion legislat ion in force at  the t im e in quest ion. 

  That  the user access m anagem ent  to personal data at  the data processor is appropriate.  
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CH A PT ER 4 :   

Cont rol object ives, cont rol act iv ity , tests, 

and f indings 
The purpose of this report  is to provide inform at ion to the data cont rollers about  cont rol m easures at  

I ST Group AB that  m ight  im pact  the processing of personal data, and in addit ion to provide the Data 

Cont rollers with inform at ion about  the operat ional efficiency of the tested cont rols.  

 

Below the grey field are three colum ns:  

 

 The first  colum n tells the act ivit ies I ST Group AB, according to their  docum entat ion, has put  into 

pract ice to com ply with the requirem ents. 

 The second colum n tells how we have decided to test , whether facts tally with descript ions. 

 The third colum n tells the findings of our test . 

 

The Tests Perform ed 

The tests perform ed in connect ion with establishing the cont rol m easures’ design, im plementat ion, and 

operat ional efficiency are conducted using the m ethods described below:  

 

I nspect ion Reading of documents and reports containing informat ion about  exe-

cut ion of the cont rol. This includes, inter alia, reading and deciding 

about  reports and other docum entat ion to assess, whether it  can be 

expected that  the design of specific cont rol m easures will be effi-

cient , if im plem ented. Furtherm ore, it  is assessed whether cont rol 

m easures are m onitored and cont rolled sufficient ly and with appro-

priate intervals. 

Enquiries Enquiries to/ interview with relevant  staff at  I ST Group AB. Enquir ies 

have included how cont rol m easures are performed. 

Observat ion We have observed the perform ance of the cont rol. 

Repeat ing the cont rol Repeated the relevant  cont rol m easure. We have repeated the per-

form ance of the cont rol to verify that  the cont rol m easure works as 

assum ed. 
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Cont rol object ive A:  I nst ruct ions regarding processing 

 

Procedures and cont rols are com plied with to ensure that  inst ruct ions for the processing of 

personal data are com plied with consistent  with the signed data processing agreem ent . 

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

The data processor has proce-

dures for enter ing into writ ten 

Data Processor Agreements in 

accordance with the services 

provided by the data processor. 

The data processor uses a 

standard Data Processor Agree-

m ent , when entering into Data 

Processor Agreem ents. 

When entering into writ ten 

Data Processor Agreements 

based on the data cont roller ’s 

standard, the data processor 

uses a check list  stat ing the re-

quirem ents the data processor 

m ust  live up to. 

Data Processor Agreements in-

clude inform at ion about  the use 

of Sub-processors. 

Data Processor Agreements 

m ust  be signed and be stored 

elect ronically.  

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

We have in interviews asked Manage-

m ent  about  the cont rol m easures. 

Procedures in writ ing exist  including a 

requirem ent  that  personal data m ust  

only be processed when a Data Proces-

sor Agreem ent  and accompanying in-

st ruct ions to this effect  are available. 

I nspected documentat ion disclosing the 

foundat ion on which personal data is 

processed (standard for Data Processor 

Agreem ent )  as well as disclosing that  

this basis m ust  be approved by the data 

cont roller. 

I t  is established that  a st ructured work 

procedure is applied, laying down the 

dem ands the data processor m ust  live 

up to. 

I nspected that  the standard for entering 

into Data Processor Agreem ents includes 

the naming of approved sub-processors. 

I nspected documentat ion disclosing that  

the foundat ion for processing personal 

data is based on a signed Data Processor 

Agreem ent  and that  the said agreement  

is stored in elect ronic format . 

We have checked that  the procedures 

are updated.  

No com m ents. 

 

Any signed Data Processor 

Agreem ent  includes inst ruc-

t ions from  the data cont roller. 

The data processor obtains in-

st ruct ions for processing of per-

sonal data from  the data con-

t roller in connect ion with sign-

ing the Data Processor Agree-

m ent . 

The data processor only pro-

cesses personal data as stated 

in the inst ruct ions from  the 

data cont roller. 

We have in interviews asked Manage-

m ent  about  the cont rol m easures. 

I nspected that  form alised procedures ex-

ist  ensuring that  personal data is only 

processed in accordance with inst ruc-

t ions. 

I nspected that  the standard for entering 

into Data processor Agreem ents includes 

stat ing inst ruct ions regarding data pro-

cessing. 

No com m ents. 
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Cont rol object ive B:  Technical security m easures 

 

Procedures and cont rols are com plied with to ensure that  the data processor has im plem ented tech-

nical m easures to safeguard relevant  securit y of processing. 

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

Risks are m inim ized based on 

assessm ent  of their  probabilit y, 

consequences, and derived im -

plem entat ion costs.  

The findings cont ribute to the 

ident ificat ion and priorit isat ion 

of m anagem ent  intervent ions 

and precaut ionary m easures 

necessary to address relevant  

r isks.  

Risk assessm ents are updated 

on a regular basis as needed, 

but  as a m inimum  once a year. 

I nspected that  form alized procedures ex-

ist  ensuring that  the data processor per-

form s a r isk assessm ent  to safeguard 

relevant  securit y. 

We have checked that  the com pany's ex-

posure is m anaged on a current  basis 

and that  relevant  adaptat ions of conse-

quences and probabilit ies are m ade reg-

ular ly. 

I nspected that  the performed r isk as-

sessm ent  is updated and includes the 

present  processing of personal data. 

No com m ents. 

 

pThere is docum entat ion for 

operat ional procedures regard-

ing business-cr it ical system s, 

and the procedures are availa-

ble to staff with a work- related 

need.  

Managem ent  has implemented 

policies and procedures to se-

cure sat isfying segregat ion of 

funct ions. 

A m anagem ent  of the opera-

t ions environment  is estab-

lished to m inim ize the r isk of 

technical crashes. 

An ongoing capacity forecast  is 

perform ed based on business 

expectat ions to growth, and 

new act ivit ies, and the capacity 

requirem ents derived thereof. 

 

 

We have:  

 Asked Managem ent  whether all rele-

vant  operat ional procedures are 

documented. 

 I n connect ion with audit  of each op-

erat ional area, cont rolled via sam -

pling tests that  documented proce-

dures are established and that  there 

is accordance between the docu-

m entat ion and the performed proce-

dures. 

 Perform ed inspect ion of users with 

adm inist rat ive r ights to verify that  

access is due to work- related needs 

and does not  com promise the seg-

regat ion of funct ions. 

 Asked Managem ent  about  the per-

form ed procedures/ cont rol act ivi-

t ies. 

 Reviewed on a sam ple basis that  the 

resource consum pt ion in the opera-

t ional environm ent  is m onitored and 

adapted to the expected and neces-

sary capacity requirem ents. 

No com m ents. 

 

Changes to funct ionalit y is 

tested before they are put  into 

operat ion. 

Developm ent  and test  are per-

form ed in developm ent  envi-

ronm ents that  are separated 

from  product ion environments. 

A version m anagement  system  

is used to register all changes 

to the source code. 

We have asked Managem ent  whether:  

 An overall qualit y m anaging m odel 

is devised for handling software de-

velopm ent . 

 Procedures, including accom panying 

work rout ines, are in place for roll-

ing out  software changes to the live 

product ion. 

 Procedures are in place for separa-

t ion of the product ion environm ent  

No com m ents. 
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Developm ent  environm ents and 

test  environm ents are sepa-

rated from  each other. 

 

 

from  the environm ents for develop-

m ent  and m aintenance. 

 Procedures and work rout ines are in 

place for dealing with version 

changes as well as a support ing sys-

tem  for recording changes to the 

source code. 

 Form alized procedures are in place 

for separat ion of test  environm ents 

and product ion environments for 

use in relat ion to software develop-

m ent . 

For all system s and databases 

used for processing personal 

data, appropriate ant ivirus sys-

tem s are installed, and they are 

updated on an ongoing basis. 

We have:  

 enquired about  and inspected the 

procedures/  cont rol act ivit ies per-

form ed in the event  of virus at tacks 

or outbreaks. 

 enquired about  and inspected the ac-

t ivit ies m eant  to increase the em -

ployees’ awareness of precaut ions 

against  virus at tacks or outbreaks. 

 ver ified that  ant ivirus software is in-

stalled on system s and databases re-

lated to I ST Private Cloud Solut ion. 

 inspected on a sam ple basis that  an-

t ivirus software is updated. 

No com m ents. 

 

Backup of system s and data-

bases is perform ed every day.  

We have:  

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed. 

 exam ined backup procedures on a 

test  basis to confirm  that  these are 

form ally documented. 

 exam ined backup log on a test  basis 

to confirm  that  backup has been 

com pleted successfully and that  

failed backup at tem pts are handled 

on a t im ely basis. 

 exam ined physical securit y (e.g. ac-

cess lim itat ions)  for internal storage 

locat ions to confirm  that  backup is 

safely stored.  

No com m ents. 

 

For the product ion environ-

m ents used for processing per-

sonal inform at ion, a m onitor ing 

system  with alarm  is estab-

lished. 

I nspected that  for system s and data-

bases used for processing personal infor-

m at ion, a m onitoring system  with alarm  

is established. 

No com m ents. 

 

Especially r isky operat ing sys-

tem s and network t ransact ions, 

or network act ivit ies are m oni-

tored. Deviat ions are invest i-

gated and solved in due t im e. 

The system s log when the us-

ers log on and of the system s. 

 

We have:   

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed 

and have exam ined the system  

setup on servers and important  net -

work units as well as verified that  

param eters for logging have been 

set  up, thus t ransact ions m ade by 

users with extended r ights are being 

logged. 

No com m ents. 
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Only in the event  of suspected 

or ident ified abuse of the sys-

tem s, users are act ively moni-

tored. 

 

A cent ral m onitor ing tool is 

used which sends alerts, if 

known errors occur. I f possible, 

it  is m onitored whether an er-

ror is about  to occur to react  

proact ively.  

 checked on a test  basis that  logs 

from  crit ical system s are subject  to 

sufficient  follow-up. 

 ensured that  a m onitor ing tool is 

used and that  this is available to all 

em ployees.  

 ensured that  alerts are sent  by em ail 

and SMS, if errors occur. 

Changes to operat ing system s 

are carr ied out  according to es-

tablished procedures which en-

sure m aintenance containing 

relevant  updates and patches, 

including securit y patches. 

We have asked Managem ent , whether 

procedures for patch m anagem ent  are 

established in I ST Group AB. 

By inspect ion on test  basis, we have ver-

ified that  

 adequate procedures are applied, 

when cont rolled im plem entat ion of 

changes to the product ion environ-

m ent  of I ST Group AB is perform ed. 

 changes to I ST Group AB operat ion 

environm ent  comply with direct ions 

in force, including correct  regist ra-

t ion and docum entat ion of applica-

t ions about  changes. 

On a test  basis, we have inspected that  

the operat ing system s are updated in 

com pliance with procedures in force and 

that  current  status is registered. 

No com m ents. 

 

Networks m ust  be protected 

against  threats in order to se-

cure network-based system s 

and the t ransmit ted data. 

Product ion environment  m ust  

be secured against  failing sup-

ply in relat ion to redundancy to 

network connect ion to the in-

ternet . 

 

I t  has been checked that  necessary pro-

tect ion against  unauthorised access is 

im plem ented, including:  

 Appropriate procedures for m anaging 

network equipment  are established. 

 Segregat ion of user funct ions is es-

tablished. 

 Appropriate logging and m onitoring 

procedures are established. 

 Managing the com pany ’s network is 

coordinated in order to ensure opt i-

m al ut ilisat ion and a coherent  secu-

r it y level. 

No com m ents. 

 

Adequate procedures for m an-

aging threats in the form  of at -

tacks from  the internet  (cyber-

at tacks)  m ust  be im plem ented. 

I n this connect ion, tools for 

m anaging the cont ingency ap-

proach in the event  of a cyber-

at tack m ust  be devised. 

 

We have cont rolled that  an adequate 

num ber of procedures with accom pany-

ing cont ingency plans regarding m anag-

ing threats in relat ion to cyber-at tacks 

are im plemented.  

We have by inspect ion on a test  basis 

ensured 

 that  appropriate fram ework for m an-

aging cyber-at tacks is devised. 

 that  plans for m anaging the threat  

are devised and implem ented. 

No com m ents. 
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 that  the plans include cross-organi-

sat ional collaborat ion between inter-

nal groups. 

External access to system s and 

databases used for processing 

personal data takes place via 

secured firewall. 

I nspected that  external access to sys-

tem s and databases used for processing 

personal data only takes place via se-

cured firewall. I nspected that  firewall is 

configured in accordance with internal 

policy. 

No com m ents. 

 

The data processor has imple-

m ented a policy – defining 

st rength and protocol for en-

crypt ion -  for encrypt ing per-

sonal data. 

 

I nspected the existence of form alized 

procedures ensuring that  t ransm ission of 

sensit ive and confident ial inform at ion via 

the internet  is protected by st rong en-

crypt ion based on a recognized algo-

r ithm . 

No com m ents. 

 

The established technical 

m easures are tested on an on-

going basis using vulnerabilit y 

scans and penet rat ion tests. 

I nspected that  form alized procedures ex-

ist  for ongoing test ing of technical 

m easures, including m aking vulnerabilit y 

scans and penet rat ion tests. 

No com m ents. 

 

Supervising physical securit y:  

Physical access cont rol is es-

tablished to premises and data 

cent res, where personal infor-

m at ion is stored and processed. 

We have asked Managem ent  whether 

procedures for physical securit y are es-

tablished. 

We have inspected that  I ST Group has 

established an appropriate fram ework 

for operat ions, and that  physical barr iers 

and access cont rol to the data cent re are 

established. I n that  connect ion, we have 

inspected that  supervision regarding 

physical securit y is perform ed at  sub-

processors.  

No com m ents. 

 

Teleworking m ust  take place 

via two- factor authent icat ion. 

 

Cont rolled the existence of form alized 

procedures ensuring that  two- factor au-

thent icat ion is applied when teleworking 

is used. 

No com m ents. 

 

The data processor has imple-

m ented a procedure for user 

adm inist rat ion ensuring that  

creat ing and removing of users 

is a cont rolled process and that  

all user creat ions are author-

ized. 

User r ights are granted based 

on work- related needs. 

Privileged (adm inist rat ive)  ac-

cess r ights are granted to sys-

tem s and units based on work-

related needs. 

A quarter ly review is perform ed 

of users and user r ights. 

Logging is perform ed of all ac-

cess to system s and data. 

 

I nspected the existence of form alized 

procedures for lim it ing users’ access to 

personal inform at ion. 

I nspected the existence of form alized 

procedures for following up whether us-

ers’ access to personal inform at ion is in 

accordance with their  work- related 

needs. 

I nspected that  the agreed technical 

m easures support  the m aintenance of 

lim itat ion in the users’ work- related ac-

cess to personal inform at ion. 

I nspected the existence of established 

work tasks for ongoing review of users 

and user r ights. 

I nspected the existence of form alized 

procedures for installat ion of logging 

user act ivit ies in system s and databases 

used for processing personal data. 

No com m ents. 
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A uniform  fram ework is estab-

lished for the organisat ion’s 

cont ingency plans to ensure 

that  all plans are coherent  and 

consider all securit y require-

m ents -  and to determ ine the 

pr iorit izat ion of test ing and 

m aintenance. 

 

We have asked Managem ent  whether 

plans for business cont inuity m anage-

m ent  are devised. By inspect ion on a 

sam ple basis, we have verified:  
 

 that  appropriate fram ework for prep-

arat ion of business cont inuity m an-

agem ent  has been established 
 

 that  cont ingency plans are prepared 

and im plem ented 
 

 that  the plans include business cont i-

nuity m anagement  across the organ-

isat ion 
 

 that  the plans include appropriate 

st rategy and procedures for com m u-

nicat ion with the customers. 
 

 that  cont ingency plans are tested on 

a regular basis 
 

 that  m aintenance and reassessm ent  

of the total basis for business cont i-

nuity m anagement  is undertaken on 

a regular basis. 

No com m ents. 
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Cont rol object ive C:  Organizat ional securit y m easures 

 

Procedures and cont rols are com plied with to ensure that  the data processor has im plem ented 

organisat ional m easures to safeguard relevant  security of processing.  

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

The data processor has devised 

and im plem ented an inform a-

t ion securit y policy. 

The data processor ’s infor-

m at ion securit y policy is re-

viewed and updated as a m ini-

m um  once a year.  

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  an inform at ion securit y 

policy exists, which the Managem ent  has 

considered and approved during the pre-

vious year. 

I nspected documentat ion disclosing that  

the inform at ion securit y policy has been 

com m unicated to relevant  stakeholders, 

including the data processor ’s em ploy-

ees. 

No com m ents. 

 

The data processor has estab-

lished and docum ented a sys-

tem  for cont rol of inform at ion 

securit y. 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected the existence of a form alized 

fram ework for the m anagem ent  for on-

going handling and cont rol of infor-

m at ion securit y. 

No com m ents. 

 

The data processor carr ies out  

screening of potent ial em ploy-

ees pr ior to em ploym ent . 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  form alised procedures are 

in place to ensure screening of the data 

processor ’s em ployees as part  of the 

em ploym ent  onboarding process. 

No com m ents. 

 

The data processor has devised 

and im plem ented a procedure 

for resignat ion/ dism issal of em -

ployees upon term inat ion of 

em ploym ent . 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected procedures ensuring that  re-

signed/ dismissed em ployees’ r ights are 

deact ivated or term inated upon term ina-

t ion of em ploym ent , and that  assets like 

adm ission cards, pc, m obile phone etc. 

are returned. 

No com m ents. 

 

Upon resignat ion/ dism issal the 

em ployee is informed that  the 

signed confident ialit y agree-

m ent  rem ains valid. 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  form alized procedures ex-

ist  ensuring that  resigned/ dism issed em -

ployees are m ade aware of the cont in-

ued validit y of the confident ialit y agree-

m ent . 

No com m ents. 

 

All em ployees are subject  to 

confident ialit y. 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected via the em ploym ent  cont ract  

that  the employee is subject  to confiden-

t ialit y. 

No com m ents. 
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All em ployees have signed an 

em ploym ent  cont ract  that  in-

cludes a clause about  confiden-

t ialit y.  

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected, using a sam ple of 4 em ploy-

ees, that  the em ployees in quest ion have 

signed an agreement  which includes a 

clause about  confident iality.  

No com m ents. 

 

Upon appointment , awareness 

t raining is provided to the data 

processor ’s new em ployees 

with respect  to data protect ion 

and inform at ion securit y. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  the data processor pro-

vides awareness t raining to all em ploy-

ees – t raining including general I T secu-

r it y and securit y of processing related to 

personal data. 

I nspected, using a sam ple of 4 em ploy-

ees, that  the said employees have been 

int roduced to:  

 The inform at ion securit y policy 

 Procedures in relat ion to data pro-

cessing as well as other relevant  in-

form at ion. 

No com m ents. 

 

The data processor provides in-

t roduct ion course for new em -

ployees, including processing 

personal data from  the data 

cont rollers. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  the data processor pro-

vides int roduct ion course for new em -

ployees about  processing securit y in re-

lat ion to personal inform at ion. 

No com m ents. 

 

On a regular basis, the data 

processor provides t raining to 

the employees with respect  to 

data protect ion and informat ion 

securit y as well as handling 

hereof. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

On a regular basis, the data processor 

provides t raining to the em ployees with 

respect  to data protect ion and infor-

m at ion securit y as well as handling 

hereof. 

No com m ents 

The data processor has ap-

pointed a data protect ion of-

ficer, who m eets the require-

m ents regarding appropriate 

com petences. 

I nspected documentat ion for the data 

processor ’s assessm ent  whether a data 

protect ion officer must  be appointed. 

I nspected documentat ion for the publica-

t ion of the data protect ion officer ’s con-

tact  inform at ion. 

I nspected documentat ion for Manage-

m ent ’s processing and approval of the 

appointment  of the data protect ion of-

ficer, including ensuring the data protec-

t ion officer ’s com petences. 

No com m ents. 
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Managem ent  has ensured that  

the data protect ion officer is 

bound to professional secrecy 

and confident ialit y in relat ion to 

perform ing his/ her dut ies. 

I nspected documentat ion proving that  

Managem ent  has pledged the data pro-

tect ion officer to professional secrecy 

and dem ands regarding confident ialit y. 

 

No com m ents. 

 

The data protect ion officer has 

devised procedures in writ ing – 

updated at  least  once a year – 

in which the data protect ion of-

ficer ’s involvem ent , act ivit ies, 

and report ing is described. 

I nspected the existence of updated pro-

cedures in writ ing regarding the data 

protect ion officer ’s involvem ent , act ivi-

t ies, and report ing – to ensure the pro-

cedures are sufficient  and updated. 

No com m ents. 

 

Managem ent  has ensured that  

the data protect ion officer has 

perform ed his/ her dut ies in ac-

cordance with the available 

procedures, including ensuring 

the data protect ion officer ’s 

tasks at  the data processor. 

I nspected documentat ion proving that  

Managem ent  has ensured that  the data 

protect ion officer has perform ed his/ her 

dut ies according to the available proce-

dures, including ensured the perfor-

m ance of the data protect ion officer ’s 

tasks at  the data processor. 

No com m ents. 
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Cont rol object ive D:  Erasing personal data 

 

Procedures and cont rols are com plied with to ensure that  personal inform at ion can be erased 

or returned if an agreem ent  is signed with the data cont roller in this regard. 

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

Writ ten procedures exist  which 

include a requirem ent  that  per-

sonal data m ust  be stored and 

erased in accordance with the 

agreem ent  with the data con-

t roller. 

I nspected that  form alised procedures are 

in place for stor ing and erasing personal 

data in accordance with the agreem ent  

with the data cont roller. 

 

No com m ents. 

 

Upon term inat ion of the pro-

cessing of personal data for the 

data cont roller, data has, in ac-

cordance with the agreement  

with the data cont roller, been:  

 Returned to the data con-

t roller;  and/ or 

 Erased if this is not  in con-

flict  with other legislat ion. 

I nspected that  form alised procedures are 

in place for returning or erasing the data 

cont roller ’s data upon term inat ion of the 

processing of personal data. 

 

No com m ents. 
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Cont rol object ive E:  Stor ing of personal data 

 

Procedures and cont rols are com plied with to ensure that  the data processor will only store 

personal data in accordance with the agreement  with the data cont roller. 

  

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

Procedures in writ ing exist  in-

cluding a requirement  that  per-

sonal data m ust  only be stored 

in accordance with the agree-

m ent  with the data cont roller. 

On an ongoing basis – and at  

least  once a year – it  is as-

sessed whether the procedures 

m ust  be updated. 

 

I nspected that  form alised procedures ex-

ist  for only stor ing and processing per-

sonal data in accordance with the data 

processor agreem ents. 

 

I nspected that  the procedures are up-

dated. 

No com m ents. 

 

Data processing, including stor-

age, by the data processor 

m ust  only take place in the lo-

calit ies, count r ies or regions 

approved by the data control-

ler. 

I nspected that  the data processor has 

com plete and updated records of pro-

cessing act ivit ies stat ing localit ies and 

count r ies. 

 

No com m ents. 

 

The data processor keeps rec-

ords of processing act ivit ies as 

data processor. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  the data processor has 

total and updated records of processing 

act ivit ies. 

 

No com m ents. 

 

The records are updated on a 

regular basis in relat ion to m a-

ter ial changes. 

 

I nspected that  the records of processing 

act ivit ies are updated and m aintained. 

No com m ents. 

 

The records are updated as a 

m inimum  once a year in con-

nect ion with the annual review. 

 

I nspected the existence of an internal 

task in the form  of a review of the rec-

ords of processing act ivit ies. 

No com m ents. 

 

The records are stored elec-

t ronically in the data proces-

sor ’s system / file dr ive. 

 

I nspected that  the records of processing 

act ivit ies are stored in an elect ronic for-

m at . 

No com m ents. 
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Cont rol object ive F:  Sub-processors 

 

Procedures and cont rols are com plied with to ensure that  only approved sub-processors are 

used and that , when following up on such processors' technical and organisat ional m easures to 

protect  the r ights of data subjects and the processing of personal data, the data processor en-

sures adequate securit y of processing. 

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

Writ ten procedures exist  which 

include requirem ents for the 

data processor when using sub-

processors, including require-

m ents for sub-processor agree-

m ents and inst ruct ions. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing.  

I nspected that  form alised procedures are 

in place for using sub-processors, includ-

ing requirem ents for sub-processor 

agreem ents and inst ruct ions. 

 

 

We have checked that  the procedures 

are updated.  

No com m ents. 

 

The data processor only uses 

sub-processors who have been 

specifically or generally ap-

proved by the data cont roller to 

process personal data. 

 

I nspected that  the data processor has a 

com plete and updated list  of sub-proces-

sors used.  

I nspected, using a sam ple of 3 sub-pro-

cessors from  the data processor ’s list  of 

sub-processors, that  there is docum en-

tat ion disclosing that  the sub-processors’ 

data processing is st ipulated in the data 

processor agreem ents – or other ways is 

approved by the data controller. 

 

No com m ents. 

 

When changing the generally 

approved sub-processors used, 

the data cont roller is inform ed 

in t ime to enable such cont rol-

ler to raise object ions and/ or 

withdraw personal data from  

the data processor. When 

changing the specially ap-

proved sub-processors used, 

this must  be approved by the 

data cont roller. 

I nspected that  form alised procedures are 

in place for inform ing the data cont roller 

when changing the sub-processors used. 

No com m ents. 

 

The data processor has sub-

jected the sub-processor to the 

sam e data protect ion obliga-

t ions as those stated in the 

data processor agreem ent  or 

sim ilar docum ent  with the data 

cont roller. 

 

I nspected the existence of signed sub-

processor agreem ents with sub-proces-

sors used and included in the data pro-

cessor ’s list .  

I nspected using of a sam ple of 3 sub-

processor agreem ents that  these agree-

m ents include the sam e requirem ents 

and obligat ions as are st ipulated in the 

data processor agreem ents between the 

data cont rollers and the data processor. 

 

No com m ents. 
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The data processor has a list  of 

approved sub-processors dis-

closing:  

 Nam e;  

 Business Regist rat ion No.;  

 Address;  

 Descript ion of the pro-

cessing. 

 

I nspected that  the data processor has a 

com plete and updated list  of sub-proces-

sors used and approved. 

I nspected that , as a m inimum , the list  

includes the required details about  each 

sub-processor. 

 

No com m ents. 

 

Based on an updated risk as-

sessm ent  of each sub-proces-

sor and the act ivit y taking 

place at  such processor, the 

data processor regular ly follows 

up thereon through m eet ings, 

inspect ions, reviews of audi-

tor 's reports or sim ilar act ivit y. 

The data cont roller is inform ed 

of the follow-up perform ed at  

the sub-processor. 

  

I nspected that  form alised procedures are 

in place for following up on processing 

act ivit ies at  sub-processors and com pli-

ance with the sub-processor agree-

m ents. 

I nspected documentat ion disclosing that  

each sub-processor and the current  pro-

cessing act ivit y at  such processor are 

subjected to r isk assessm ent . 

I nspected documentat ion disclosing that  

appropriate update has been performed 

on technical and organisat ional 

m easures, processing securit y at  the 

sub-processors used, basis for t ransfer 

to third count r ies, etc. 

 

No com m ents. 
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Cont rol object ive G:  Transfer of personal data to third count r ies etc. 

 

Procedures and cont rols are com plied with to ensure that  the data processor will only t ransfer 

personal data to third count r ies or internat ional organisat ions in accordance with the agree-

m ent  with the data cont roller as well as by using a valid basis of t ransfer. 

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

Writ ten procedures exist  which 

include a requirem ent  that  the 

data processor m ust  only 

t ransfer personal data to third 

count r ies or internat ional or-

ganisat ions in accordance with 

the agreem ent  with the data 

cont roller and by using a valid 

basis of t ransfer. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

I nspected that  form alised procedures 

exist  to ensure that  personal data is only 

t ransferred to third count r ies or interna-

t ional organisat ions in accordance with 

the agreem ent  with the data cont roller 

by using a valid basis of t ransfer. 

 

 

We have checked that  the procedures 

are updated.  

 

No com m ents. 

The data processor is only al-

lowed to t ransfer personal in-

form at ion to third count ries or 

internat ional organisat ions ac-

cording to inst ruct ions from  the 

data cont roller 

I nspected that  the data processor has 

guidelines ensuring that  personal infor-

m at ion is only t ransferred to third coun-

t r ies or internat ional organisat ions in ac-

cordance with inst ruct ions from  the data 

cont roller. 

No com m ents. 

The data processor has as-

sessed and docum ented that  a 

valid basis of t ransfer exists in 

connect ion with t ransfer of per-

sonal inform at ion to third coun-

t r ies or internat ional organisa-

t ions.  

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

We have asked whether any data has 

been t ransferred to third count r ies or in-

ternat ional organisat ions in connect ion 

with I ST Group’s deliveries, and we have 

been inform ed that  no data has been 

t ransferred to third count r ies or interna-

t ional organisat ions in connect ion with 

I ST Group’s deliveries. 

 

No com m ents. 

 

  
Pe

nn
eo

 d
ok

um
en

tn
øg

le
: P

8L
W

H
-6

X6
J8

-S
H

Q
XS

-7
YT

31
-V

BY
V4

-1
Z0

0E



 

/ 36 

Cont rol object ive H:  Assist ing the Data Cont roller 

 

Procedures and cont rols are com plied with to ensure that  the data processor can assist  the data 

cont roller in handing out , correct ing, erasing, or rest rict ing inform at ion on the processing of per-

sonal data to the data subject .  

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

The data processor has devised 

a procedure for assistance to 

the data cont roller in relat ion to 

ensuring the r ights of data sub-

jects. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  form alised procedures are 

in place for the data processor ’s assis-

tance to the data cont roller in relat ion to 

the r ights of data subjects.  

 

No com m ents. 

 

The Data Processor is obliged 

to acquire an I SAE 3000 Report  

regarding the technical and or-

ganizat ional securit y m easures 

in relat ion to the processing 

and protect ion of personal in-

form at ion.  

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  I ST Group acquires an 

I SAE 300 Report  regarding the technical 

and organizat ional securit y m easures in 

relat ion to processing and protect ing of 

personal inform at ion.  

 

No com m ents. 

 

On request , the Data Processor 

provides the necessary infor-

m at ion to the Data Cont roller 

and the Supervisory Authorit y 

in connect ion with audit  and in-

spect ion of the Data Processor.  

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  the standard data proces-

sor agreem ent  includes requirem ents to 

the Data Processor to assist  the Data 

Cont roller and the Supervisory Authorit y 

in relat ion to audit  and inspect ion. 

  

No com m ents. 

 

The data processor has estab-

lished procedures in so far as 

this was agreed that  enable 

t im ely assistance to the data 

cont roller. 

 

We have via interview asked Manage-

m ent  about  the cont rol. 

I nspected that  there are procedures in 

place enabling t im ely assistance to the 

data cont roller. 

 

No com m ents. 
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Cont rol object ive I :  Data security breaches 
 

 

Procedures and cont rols are com plied with to ensure that  any securit y breaches are responded to in 

accordance with the signed data processor agreem ent . 

 

I ST Group’s cont rol act ivity Beierholm ’s performed test  Findings 

The data processor informs the 

data cont roller about  any per-

sonal data securit y breaches 

without  undue delay. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected the existence of form alized 

procedures which include a requirement  

to inform  the data cont roller without  un-

due delay in the event  of any personal 

data securit y breaches. 

No com m ents. 

 

The data processor updates the 

data cont roller about  all rele-

vant  and necessary informa-

t ion when the inform at ion is 

available for the data proces-

sor. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  exist ing procedures for 

inform ing the data cont rollers in the 

event  of any personal data securit y 

breaches include detailed procedures 

for:  

 Descript ion of the nature of the per-

sonal data securit y breach, 

 Descript ion of the probable conse-

quences of the personal data secu-

r it y breach, 

 Descript ion of m easures taken or 

proposed to be taken to handle the 

breach on personal data securit y. 

I nspected documentat ion disclosing that  

in the event  of personal data securit y 

breaches m easures have been taken to 

handle the personal data securit y 

breach. 

No com m ents. 

 

 

Com m unicat ion between data 

processor and data cont roller is 

documented and stored. 

 

 

We have via interview asked Manage-

m ent  about  the cont rol. 

I nspected that  the data processor keeps 

records of securit y incidents with specifi-

cat ions including which incidents caused 

personal data securit y breaches. 

I nspected that  the data processor has 

included any personal data securit y 

breaches occurr ing at  sub-processors in 

the data processor ’s records of securit y 

incidents. 

No com m ents. 
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The data processor has estab-

lished m onitor ing of the system  

for detect ion of securit y 

breaches.  

 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  system  m onitor ing with 

alarm s is established in relat ion to sys-

tem s and databases used for processing 

personal data. 

I nspected that  the data processor pro-

vides awareness t raining for em ployees 

in relat ion to ident ificat ion of any per-

sonal data securit y breaches. 

I nspected documentat ion for m onitoring 

network t raffic. 

I nspected documentat ion for t im ely fol-

low-up on logging of access to personal 

data. 

No com m ents. 

 

The data processor has devised 

a procedure for assessm ent  

and ident ificat ion of personal 

data securit y breaches. 

 

We have in interviews asked Manage-

m ent  about  the cont rol. 

I nspected that  exist ing procedures for 

inform ing the data cont rollers in the 

event  of any personal data securit y 

breaches include detailed procedures 

for:  

 Descript ion of the nature of the per-

sonal data securit y breach, 

 Descript ion of the probable conse-

quences of the personal data secu-

r it y breach, 

 Descript ion of m easures taken or 

proposed to be taken to handle the 

breach on personal data securit y. 

No com m ents. 

 

 

The data processor records 

personal data securit y breaches 

in the data breach log. 

 

I nspected documentat ion from  the data 

securit y breach log to ensure that  data 

breaches are recorded. 

No com m ents. 

 

The data processor has estab-

lished procedures for gathering 

experience of personal data se-

curit y breaches. 

 

I nspected that  the exist ing procedures 

for handling personal data securit y 

breaches include requirements in rela-

t ion to gathering experience. 

No com m ents. 

 

Procedures are devised to com -

ply with the requirements of 

assistance to the data control-

ler in relat ion to personal data 

securit y breaches. 

I nspected the existence of procedures 

for the data processor ’s assistance to the 

data cont roller in relat ion to personal 

data securit y breaches. 

 

No com m ents. 
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