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Letter of Representation

IST Group AB processes personal data on behalf of Data Controllers according to signed Data Processor
Agreements regarding IST Private Cloud Solution from IST Group AB.

The accompanying description has been prepared for the use of customers and their auditors, who have
used the IST Private Cloud Solution from IST Group AB, and who have sufficient understanding to con-
sider the description along with other information, including information about controls operated by the
Data Controllers themselves in assessing whether the requirements of the General Data Protection Regula-
tion have been complied with.

IST Group AB hereby confirms that

(A) The accompanying description, Chapter 3, gives a true and fair description of IST Group’s data pro-
cessing related to the IST Private Cloud Solution throughout the period 1 October 2023 - 30 No-
vember 2024. The criteria for this assertion are that the following description:

(i) Gives an account of how the controls were designed and implemented, including:

e The types of services delivered, including the type of processed personal data.

o The processes in both IT and manual systems that are used to initiate, record, process and,
if necessary, correct, erase, and limit the processing of personal data.

e The processes utilized to secure that the performed data processing was conducted according
to contract, directions, or agreements with the Data Controller.

e The processes securing that the persons authorized to process personal data have pledged
themselves to secrecy or are subject to relevant statutory confidentiality.

e The processes securing that - at the Data Controller’s discretion - all personal data is erased
or returned to the Data Controller, when the data processing is finished, unless personal data
must be stored according to law or regulation.

e The processes supporting the Data Controller’s ability to report to the Supervisory Authority
as well as inform the Data Subjects in the event of personal data security breaches.

o The processes ensuring appropriate technical and organizational security measures for pro-
cessing personal data taking into consideration the risks connected to processing, especially
accidental or illegal actions causing destruction, loss, change, unauthorized forwarding of or
access to personal data that is transmitted, stored, or processed in other ways.

e  Control procedures, which we assume - with reference to the limitations of the IST Privat
Cloud Solution — have been implemented by the Data Controllers and which, if necessary, to
fulfil the control objectives mentioned in the description, have been identified in the descrip-
tion.

e Other aspects of our control environment, risk assessment process, information system (in-
cluding the accompanying work routines) and communication, control activities and monitor-
ing controls relevant for processing of personal data.

(i) Includes relevant information about changes in the IST Private Cloud Solution performed in the
period 1 October 2023 - 30 November 2024.

(iii) Does not omit or misrepresent information relevant for the scope of the controls described, tak-
ing into consideration that the description has been prepared to meet the common needs of a
broad range of customers and their auditors, and may not, therefore, include every aspect of
the control system that each individual customer may consider important in their own special
environment.
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(B) The controls related to the control objectives stated in the accompanying description were suitably
designed and worked efficiently throughout the period 1 October 2023 — 30 November 2024. The
criteria for this assertion are that:

(i) The risks threatening the fulfilment of the control objectives mentioned in the description were
identified,

(ii) The identified controls would, if used as described, provide reasonable assurance that the risks
in question would not prevent the fulfilment of the said control objectives, and

(iii) The controls were applied consistently as designed, including that manual controls were per-
formed by persons with adequate competences and authority throughout the period 1 October
2023 - 30 November 2024.

(C) Appropriate technical and organizational security measures are established to honour the agree-
ments with the Data Controllers, generally accepted data processor standards and relevant de-
mands to Data Processors according to the General Data Processing Regulation.

(D) The accompanying description and the related criteria for fulfilling the control objectives and con-
trols, Chapter 3, have been prepared based on compliance with I1ST Group’s standard agreement
and related Data Processor Agreement. The criteria for this basis are:

(i) General information security policy
(i) 1T security handbook with reference to the control objectives from 1SO27002

Vaxjo, 2 December 2024
IST Group AB, Ingelstadsvagen 9., SE-352 34 V&xj0, Sverige

Mikael Folkesson Nikoline Kofod Ravn
Chief Operation Officer Chief Compliance Officer
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Independent Auditor's Assurance Report

For IST Group AB’ customers of IST Private Cloud Solution and their auditors

Scope

We have been engaged to report on the description in Chapter 3, which is a description of the data pro-
cessing in relation to the IST Private Cloud Solution throughout the period 1 October 2023 - 30 Novem-
ber 2024, and on the design and functionality of the controls mentioned in the description.

The report is based on the partial approach, which means this report does not include the IT security
controls and control activities related to use of external business partners. These subcontractors are
listed in detail in Data Processor Agreements and accompanying appendices.

The reporting engagement does not cover specific circumstances for the individual customer. Further-
more, the report does not cover complementary controls and control activities performed by the Data
Controllers.

We express our opinion with reasonable assurance.

I ST Group AB’s responsibility

IST Group AB is responsible for the preparation of the description in Chapter 3 and accompanying Let-
ter of Representation in Chapter 1, including the completeness, accuracy, and method of presentation
of the description and statement, providing the services covered by the description; stating the control
objectives; and for designing, implementing and efficiently functioning controls to achieve the stated
control objectives.

Beierholm’s independence and quality management

We have complied with the requirements of independence and other ethical requirements laid down in
FSR’s Ethical Rules based on fundamental principles of integrity, objectivity, professional competence
and requisite care, confidentiality, and professional conduct.

We apply ISQM 1 and thus sustain a comprehensive system of quality management, including docu-
mented policies and procedures for compliance with ethical rules, professional standards as well as re-
quirements in force under existing laws and additional regulation.

Auditor’s responsibility

Our responsibility is to express an opinion, based on our procedures, on IST Group AB’s description and
on the design and operation of controls related to the control objectives stated in the said description.
We have conducted our engagement in accordance with ISAE 3000, Other assurance reports than audit
or review of historical financial statements. The standard requires that we plan and perform our proce-
dures to obtain reasonable assurance about whether, in all material respects, the description is fairly
presented, and whether the controls in all material aspects are appropriately designed and operate ef-
fectively.

An assurance engagement to report on the description, design, and operating effectiveness of controls
at a service organisation involves performing procedures to obtain evidence about the disclosures in the
data processor’s description of the operations of IST Private Cloud Solution, and about the design and
operating effectiveness of controls. The procedures selected depend on the judgement of the auditor,
including the assessment of the risks that the description is not fairly presented, and that controls are
not suitably designed or not operating effectively.
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Our procedures included testing the operating effectiveness of such controls that we consider necessary
to provide reasonable assurance that the control objectives stated in the description have been
achieved. An assurance engagement of this type also includes evaluating the overall presentation of the
description, the suitability of the objectives stated therein, and the suitability of the criteria specified
and described by IST Group AB in Chapter 3.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our
opinion.

Limitations of controls at I ST Group AB

IST Group AB'’s description is prepared to meet the common needs of a broad range of Data Controllers
and their auditors and may not, therefore, include every aspect of the system that each individual Data
Controller may consider important in their own specific environment.

Moreover, because of their nature, controls at a Data Processor may not prevent or detect all data secu-
rity breaches. Furthermore, the projection of any evaluation of effectiveness to future periods is subject
to the risk that controls at a Data Processor may become inadequate or fail.

Opinion
Our opinion is based on the matters outlined in this report. The criteria on which our opinion is based are
those described in Chapter 1 under Letter of Representation. In our opinion,

a) The description fairly presents IST Private Cloud Solution, such as it was designed and imple-
mented throughout the period 1 October 2023 - 30 November 2024 in all material respects; and

b) The controls related to the control objectives stated in the description were in all material respects
suitably designed throughout the period 1 October 2023 - 30 November 2024; and

c) The controls tested, which were those necessary to provide reasonable assurance that the control
objectives stated in the description were achieved in all material respects, and the controls had op-
erated effectively throughout the period 1 October 2023 - 30 November 2024.

Description of tests of controls
The specific tested controls and the nature, timing, and findings of those tests are listed in Chapter 4.

Intended users and purpose

This report and the description of the test of controls are solely intended for the Data Controllers, who
have used IST Private Cloud Solution and their auditors who have sufficient understanding to consider
them along with other information, including information about control measures, which Data Control-
lers have performed themselves, when assessing compliance with the demands of the General Data
Protection Regulation.

Sgborg, 2 December 2024

Beierholm
Approved Accountants
CVR-nr. 328954 68

Kim Larsen Jesper Aaskov Pedersen
Partner, State-Authorized Public Accountant Director, IT audit
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CHAPTER 3:
Description of the data processing in re-

lation to the I ST Private Cloud Solution

3. Introduction

The purpose of this description is to provide IST Group AB’s customers and their auditors with infor-
mation regarding the requirements of ISAE 3000, Other assurance reports than audit or review of his-
torical financial statements.

The description is prepared for the use of customers of IST Group AB’s joint operations with the other
companies of the group — meaning the operations of the consolidated company consisting of the parent
company IST Group AB and its subsidiaries IST ApS (DK), IST Sverige AB (SE), IST International Soft-
ware Technology AS (NO), and IST Deutschland GmbH (DE), which all support the subsidiaries’ delivery
of products and services aimed at their respective markets. ST Group AB works as sub-processor on
behalf of the subsidiaries, who in turn act as data processors in relation to their customers, who are
data controllers as defined in the EU General Data Protection Regulation.

The description gives a fair view of the organization, the systems, and the controls for collecting, stor-
ing, and other forms of processing personal data in relation to providing |ST Private Cloud Solution.

The description is addressing IST Group’s customers and their auditors, who have sufficient under-
standing of roles and responsibilities to consider it together with other information including information
about controls performed by the customers, i.e., the data controllers themselves, when assessing com-
pliance with the requirements of the General Data Protection Regulation.

3.1. Description of I ST Group AB

IST Group AB was founded in 1982 as a two-person start-up business and has since grown to a consoli-
dated company with 450 employees distributed on 9 offices in subsidiaries in Sweden, Norway, Den-
mark, and Germany. Since 2015, IST has built up a group structure with common aims, management
structure, processes, and business supporting functions.

IST Group AB

International
IST ApS (DK) IST Sweden (SE) Software Technology
AS (NO)

IST Deutschland
Gmbh (DE)

Figure 1 IST Group AB
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The IST Group provides IT services that support day-care institutions, schools, and youth education
programs in public and private sectors at our home markets in Sweden, Denmark Norway, and Ger-
many.

Figure 2 IST Group AB - Organization

Our solutions include design, development, operations, support, and consultancy services, all with a
starting point in digitalizing and IT support of our customers’ business areas that are based on legisla-
tion within the areas of administration, schools, day-care, youth education etc.

Our close connection with the business areas we are working with ensures that our products and ser-
vices are developed and adapted in relation to market development, legislation, and the technological
development. The layout of our group structure makes it possible for the subsidiaries to act in the local
markets as cooperation partners with our customers and to embed knowledge of the domain, demands
from customers, and demands from authorities in the development of our products and services.

3.2. Description of data processing
IST Group AB is responsible for providing services to the other companies in the group according to the

description below. The services might vary in scope depending on the strategic layout of the individual
company within the group.

Furthermore, IST Group AB is responsible for the supporting functions Human Resources, Finance,

Business Development, Marketing & Communication, and Corporate IT across the companies of the
group.
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Service level 1. I ST Private Cloud og laa$S

IST Private Cloud includes operation of data centre (laaS), internal and external networks, perimeter
protection, server & storage, database operations, backup/restore, user & rights management, moni-
toring and 24/7 on-call service. In addition, there is a layer of “Private Cloud Services” including
maintenance and operation of: virtualisation environments, container technologies, log handling, per-
formance monitoring.

It is important to point out that when the term “Private Cloud” is used in this description, the meaning
is that the business model offers cloud services to the companies within the group. IST Private Cloud is
operated on a hardware platform owned 100% by IST. The platform is placed in a “private footprint” in
a data centre in Denmark. It means that this is NOT about external organisations buying into IST Pri-
vate Cloud environments for the purpose of operating their own products and services directed towards
their own customer segments.

Service level 2. Operating applications

Operation and maintenance of IST Private Cloud Solution offered to the regional markets are handled
by IST Cloud within Tech & Development. The service includes installation and update of services, trou-
bleshooting and corrections, monitoring (on call 24/7), and handling operation-related problems.

Service level 3. Software development and maintenance

The departments Strategy & Vision and Tech & Development in IST Group AB provide production devel-
opment and maintenance of the solutions SaaS, which the subsidiaries offer on each their markets. The
service includes design, development, test, correction of errors, optimization of performance, mainte-
nance, and release of IST’s product portfolio.

Although design and development do not necessarily lead to access to customer data, it might, how-
ever, result to some extent in processing personal data, for instance error handling, maintenance, test
and releases.

Overview of the companies of the group and the services of the IST Group AB:
I ST Private Application Software De-

Cloud & laaS | operations velopment &
maintenance

IST ApS Applicable NOT Applicable NOT Applicable
Denmark

I ST Sverige AB Applicable Applicable Applicable
Sweden
I ST I nternational Software Technology Applicable Applicable Applicable

AS
Norway

I ST Deutschland GmbH Applicable NOT Applicable Applicable
Germany

In connection with providing these services, IST Group AB must under certain circumstances take on
the role as sub-processor on behalf of the subsidiaries of the Group. The division of tasks and the re-
quirements etc. that are subject to data protection rights are laid down in Data Processor Agreements
between the companies within the IST Group. The result is that IST Group AB is stated as sub-proces-
sor in the Data Processor Agreements between the subsidiaries and their customers (the data control-
lers).

All such processing of personal data is managed by formally documented policies and procedures. All

documents are subject to re-assessment at regular intervals to ensure compliance with relevant legisla-
tion.
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Processing of personal data can, when subject to certain conditions, be transferred to other sub-proces-
sors, who have signed Data Processor Agreement with IST Group AB.

3.3. Personal data

The scope, type, length etc. of the data processing are defined in the Data Processor Agreements and
reflect the service level between the different companies. Depending on the relevant Data Processor
Agreement, the data processing can include general personal data, confidential information, and in
some cases, additional categories of personal data.

The categories of data subjects, included in the data processing, vary according to the agreement with
the data controller as well as with the type of service in question.

IST Group AB and its subsidiaries have assessed that scope, type, and length of processing of personal
data performed on behalf of the data controllers will, inevitably, imply a high risk for the data subjects’
rights and freedom. Add to this issue, the processing of data regarding vulnerable persons (like chil-
dren, employees), and that the processing includes a really very large number of data subjects as well
as during a long period of time. Put together, all these issues will result in demands to a high level of
security.

IST Group AB and its subsidiaries (data processors and sub-processors) are on this background allowed
to and obliged to make decisions regarding the technical and organizational security measures to imple-
ment for the purpose of establishing the necessary (and agreed) level of security.

3.4. Risk assessment
IST Group AB performs and maintains risk assessments of infrastructure, systems, and processes in re-
lation to the specific services provided to the companies within the group.

The risk assessment identifies and exposes the risks related to the data subjects’ rights and freedom
rights in connection with the processing and includes an assessment of the threats regarding confidenti-
ality, integrity, and availability.

The assessment is the starting point for establishing suitable technical and organizational security
measures.

When external service providers are used in the processing of personal data, a separate risk assess-
ment is performed for the services provided by the supplier in question, to support the entire risk as-
sessment and the measures that are initiated to compensate for them.

The risk assessment is performed and maintained by the steering committee for managing information
security, and is approved by top management, too.

3.5. Control objectives

To support our role as data processor, |ST Group AB has developed and implemented controls to assist
us in complying with the General Data Protection Regulation. Below, the introduced procedures and
controls are described in more detail.

3.5.1. Control objective A: I nstructions regarding processing

Procedures and controls are observed to ensure that the instructions regarding processing personal
data are complied with in accordance with the Data Processor Agreement.
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According to the internal procedure, a Data Processor Agreement must be signed every time IST Group
AB is data processor in relation to other companies with the group. The Data Processor Agreement
serves — together with further specific instructions from 1) The companies within the group in their ca-
pacity as data processor in relation to 2) The customer, who is data controller — as foundation for the
data processing.

All Data Processor Agreements between IST Group AB and its subsidiaries are made with the support
from IST Group’s compliance department (Standards & Governance). The department performs an as-
sessment of the quality of the agreements, compared with the actual services, as well with as with the
legality of the instructions regarding the processing activities connected to the agreement.

According to regular intervals, and in connection with major planned changes in the organization and/or
the services between IST Group AB and its subsidiaries, IST Group’s compliance department oversees
the consistence between the actual processing activities, the Data Processor Agreements, and the in-
structions.

3.5.2. Control objective B: Technical security measures
Procedures and controls are complied with to secure that the data processor has implemented technical
measures to ensure relevant security in the data processing.

IST Group AB has information security as an overall strategic initiative, to which is implemented an in-
formation security management system based on the ISO27001 framework. The organization - that
takes care of operations and maintenance of IST Private Cloud and Infrastructure-as-a-Service (laaS) -
is included in the present 1SO certification and has been included since 2015. In addition, I1ST’s man-
agement system is certified for quality (1SO 9001) and environment (1SO 14001).

The management system includes procedures for managing information security, objectives & follow-
up, internal & external audits, management’s review, systematic improvements, and deviation manage-
ment. The annual external follow-up audits and 3-year re-certifications are performed by an independ-
ent third party (DNV; www.dnv.com) and ensure the efficiency and conformity of the management sys-
tem in accordance with the 1SO standards (27001, 9001, 14001).

The outcome of audits, reviews, and the efficiency of the management system is presented and evalu-
ated by Management at regular intervals, and it is assessed whether our compliance with standards and
the data protection legislation is appropriate.

Via the IT strategy, IST Group AB has chosen 1SO27002 as point of departure and has in this way used
the 1SO methodology for implementing the relevant security measures within the following areas:

e Information security policies e Communication security

e Organisation of information security e Supplier relationships

e Human resources security e Information security incident management
e Asset management e Information security aspects of business

e Access control continuity management

e Encryption e Compliance with legal and contractual re-
e Physical and environmental security quirements

e Operations security

Asset management

The group’s IT equipment and IT resources are recorded in the group’s CMDB (Configuration Manage-
ment Database). The purpose is to maintain updated databases with relevant data for the group’s IT
equipment, which is necessary for our production and maintenance of SaaS, Private Cloud, and laaS.
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By recording and updating this information in a” CMDB” (Configuration Management Database), we en-
sure that we have an accurate survey of our IT equipment and its condition. This enables us to carry
out efficient management of our IT environment, including identification of potential problems, planning
of maintenance and support, as well as fast reaction in the event of incidents and crashes.

e All units in the production environments are recorded in an CMDB.

o Devices (laptops, mobile devices etc.) are managed by MDM (Mobile Device Management)
e Hardware is phased out in an environmentally responsible fashion.

e Data on hard disks is erased according to the NIST.800-88 standard.

Access control

IST uses a role-based access control of rights to hardware, networks, and services. The employees
have personal and unique userlDs and are instructed not to share access with others, as well protect
access against unauthorized use. Access to the group’s internal network and services takes place via
multi-factor authentication.

Granting of access takes place in accordance with the group’s business purposes and the classification
of the information. Via a role-based approach to access control, we ensure that the employees have
only the approvals and privileges that are necessary for performing their work without having unneces-
sary access to sensitive and confidential information.

Applications for granting access to production resources are approved by the nearest leader and docu-
mented for traceability, which ensures a strict control over the access to critical systems and data. Ex-
tended access rights, like administrator accounts, are only granted to a limited number of staff, who
has a direct responsibility for the operation of SaaS. These privileges are granted to individual accounts
and are subject to regular control to ensure security and compliance with guidelines. Access logging is
performed and is stored for 6 months.

Encryption

Encryption is an important security measure used for protection of data during transportation and stor-
ing. Using secure encryption algorithms is decisive for maintenance of high security regarding data
communication and storing. Usually, we use TLS (Transport Layer Security) version 1.2 or newer.

e Ensure network traffic between the user’s client (browser) and IST’s services. HTTPS traffic is fil-
tered through a firewall and redirected to central “load balancers.”

e VPN (Virtual Private Network) tunnels are used to ensure the network traffic between customers,
third parties, and IST’s network.

e SFTP (Secure File transport Protocol) is used for exchanging files between customers, third parties,
and IST.

e Secure mail, default setting is set up to use encryption for sending/receiving e-mail via SMTP.

e SSH (Secure Shell) is used to connect to internal networks and servers.

o Backup of files and databases is performed locally and is secured using TLS 1.2 encryption.

e Storage disks (SAN) use encryption for disks that are actively registered in the SAN cluster. When a
disk is removed, the encryption is automatically erased within short time.

Physical security

For all offices and buildings, where IST has office premises, there is an established access control (per-
sonal tags/pin) and alarm systems with monitoring outside of opening hours. IT equipment is as far as
possible locked up and/or ensured by fastening into construction material. Movable devices are either
under personal surveillance or locked up.
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For data centres there is established physical security as well as 24/7/365 monitoring and several lay-
ers of access control. The demands correspond to “Uptime Institute’s” TIER 3 classification, which in-
cludes that a data centre can be maintained simultaneously with redundant components using redun-
dant distribution channels to service the critical environment. Contrary to the demands of Tier | and
Tier |1, these facilities require no closing down, when the equipment is maintained or changed. The
components in Tier |1l are added to the Tier II-components meaning that each part can be closed with-
out impacting the IT operation. The components include:

e Units for power, cooling, monitoring

e Redundant power lines and production units (public electricity suppliers, generators).

e 1+ N capacity in all critical units.

e Water and fire detection and fighting.

o Systematic test of all units, annual full-scale test of power outage for the entire building.

Operations security

IST Group AB has implemented procedures for work routines everywhere in the organisation. The pro-
cedures are owned by each head of department, who is responsible for the procedures being updated,
efficient, and communicated to all relevant employees. The steering committee for information security
and data protection is responsible for overseeing that the procedures are kept updated and that contact
points between process areas work to the best possible effect.

e Operational Change Management Process (OCP)
e Operational Incident Management Process (OIP)
o Software Development Process

e Software Support Process

o Software Release Process

In addition, there is a series of procedure descriptions laying down specific work routines for important
and critical operations regarding operation and maintenance tasks.

Supervisory monitoring of operations and capacity is established on production environments and infra-
structure. Furthermore, we have 24/7/365 "On-Call” service with staff conducting monitoring and first-
line support outside normal working hours. Critical suppliers (data centre, internet-line operator etc.)

also use the staff member, who is "On-call” duty as point of contact for critical errors in their deliveries.

The automated monitoring of resources in relation to hardware/data lines etc. is performed via a con-
siderable number of parameters collected as data points in a central database. On this basis, develop-
ment in load over time can be documented and followed up. The operating staff inspects daily that the
load is within the tolerances and times specified.

Backup

Security backup is performed of databases, virtual servers (snapshots), log archives, and binary code
libraries to make recovery possible in case of an emergency. Security copies are encrypted and are
stored locally in the operations environment. From here, they are transferred to a secondary location
via an encrypted data line. There are different requirements to the intervals of security copying, recov-
ery test, storage period, and time for regeneration depending on the importance of the IT services as
defined in a security copying policy. At regular intervals, recovery tests are performed to ensure the
integrity of the data copied according to security policy.

The requirements to security copying, erasure, and recovery test of customer data are defined in Data
Processor Agreements and contracts with customers.
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Vulnerabilities, patch, and security configurations

The organisation monitors the development in release of known vulnerabilities in products and services,
and the organization has a risk-based approach to this. Operating systems and services exposed to
public networks have the highest priority, next on the list is other critical infrastructure.

Procedures for evaluating new known vulnerabilities are established, and likewise how to handle them.
Furthermore, system support is implemented for identification of vulnerabilities in third-party libraries
used in IST’s services.

Work routines are established with requirements regarding the allowed patch level and versions of the
operating systems, virtual environments including container, as well as allowed security settings. Only
employees with extended access rights can install and update software on equipment in production en-
vironments.

Penetration test

At regular intervals various tests are performed of operating environment, networks, and perimeter
protection to test the efficiency of the implemented measures. Test can be performed by IST Group's
own staff or by external consultants after preceding description of the task and “the Rules of engage-
ment”. Test reports are evaluated by operations manager and the steering committee of information
security, and any improvements are also decided here.

Cyber threats

Use of services for identification and fighting virus, malware, and other cyber threats are implemented,
where it is necessary and based on a risk-based approach. Any exceptions must be approved by man-
agement, documented via risk assessment and other established technical measures. The following
technical measures are implemented:

o Ddos protection of external data lines towards the internet

e Antivirus and Malware protection on all laptops

e Malware/spam detection in e-mails and other cooperation platforms
e Antivirus on exposed servers based on a risk assessment

e Scanning endpoint for open protocols and known vulnerabilities

Logging

Logging is a useful tool that serves several purposes like monitoring, performance, errors, and is imple-
mented on many levels in the production environment. Logs contain important information about inci-
dents in the systems and users’ dealings with data. Logging includes network traffic, connection be-
tween services, operator access and system access, occurrence of errors, security logs, application us-
ers’ system login, and audit trails for users’ handling of confidential information etc.

Logs are stored in specific systems and databases suitable for handling large amounts of data in
searchable formats and are protected by restricted access on networks and user roles. There are estab-
lished routines for how long logs on different levels are stored and erased. In addition, when it is neces-
sary, to secure logs against unjustified changes and manipulation.

Communication security (network security)

The connection between production environments, IST’s internal network, public communication net-
work (the internet) takes place via two independent data lines with endpoint protection in the form of
redundant firewall and load balancer.

Firewalls have an in-built hierarchy of rules on protocol and service that ensures that only approved
traffic is permitted into specific segments of the network. In addition, network traffic from unsecure IP
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segments is barred (geo-fencing). All incoming and outgoing network traffic is monitored and logged in
central services.

The internal networks behind the firewall are divided into several IP segments based on types of ser-
vice. This is, inter alia, DMZ-zones, infrastructure and operations, service net, database net etc. Access
between internal networks is allowed based on protocols and types of services governed by firewall
rules.

Segregation of networks is established between production environments, pre-production environments
and test environments.

IST’s other internal networks for administrative tasks, and available for all IST employees, have no ac-
cess to production environments.

All transfer of data to third parties and locations outside IST’s controlled networks is conducted via en-
crypted data lines.

Use of remote workplaces/ home office (teleworking)

A possibility is established that enables employees and consultants at IST Group AB to enter internal
networks and services from remote workplaces or home offices via external communication lines. There
are established measures like encryption, VPN, and multifactor validation to ensure that no unauthor-
ized person can access sensitive and confidential personal information. Any processing performed by
employees/consultants is only allowed by using approved units from the workplace.

Operational staff and other employees with work-related needs for access to production networks (IST
Private Cloud and laaS environments) must go through additional multifactor authentication mecha-
nisms before they can access production networks and services.

Use of environments for development, test, and production

Different types of environments are established to use for tasks regarding design, development, test,
and correction of errors. Artificial data is used in environments for development, test, and demo. Rules
and procedures describe requirements to production data (personally identifiable information). When
personal data is processed in relation to identification of errors and verification of correction of errors in
production-like environments, there are the same requirements to technical and organizational
measures as there are in relation to real production environments.

There are established procedures for software development, support, and maintenance implying that
security routines are included in the work of everybody involved in development and operations of our
programs and services:

e Software test, including controlling vulnerabilities in third-party libraries.
e Version management and backup.

e Configuration management and backup.

e Automated build and deployment.

Supplier relationships

IST Group has established policies for managing critical suppliers — “Supplier Code of Conduct”. De-
mands regarding information security and data protection are made to suppliers/business partners,
who take part in operation and maintenance of IST Private Cloud and laaS. Risk assessments are per-
formed in relation to supplier and type of cooperation, and service contracts, NDA etc. are signed.

The steering committee for information security is responsible for inspection at regular intervals of sup-
pliers’ compliance with contracts and security demands.
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Information security incidents management

The organization has implemented procedures for managing information security incidents and data
protection incidents — procedures describing work routines, roles, and responsibility for correct and
thorough handling. The process is monitored by IST’s compliance department that is actively involved
in relation to high level or critical incidents and is responsible for involving the organisation’s Data Pro-
tection Officer when necessary and required. In addition, the efficiency of the process is evaluated in
our Management’s annual review. Employees performing an active role in the processes receive training
and sparring in relation to their role to ensure the necessary quality in this work. All incidents are
logged and documented, and information is forwarded to third parties (customers, partners, authori-
ties) when necessary to comply with legislation, directions, and contracts.

Information security aspects of business continuity management

The organisation’s total operation structure is composed with a redundant set-up consisting of several
layers — when possible and financially profitable. This ensures a relatively high uptime, and we honour
the applicable demands of the Service Level Agreements.

Regardless of the above, emergency procedures and re-establishing procedures are established to en-
sure that the organization will act in case of unexpected and sudden incidents of some size.

Contingency plans are prepared (as business continuity), including description of roles and responsibili-
ties for crisis management, summons, declaration of crisis level, escalation etc. In the event of a major
crisis, a Crisis Management Staff is summoned, consisting of members of: Senior Management, Opera-
tions and Development, Compliance and Communication. The Crisis Management Staff’s purpose is to
ensure the best possible framework for re-establishing the operations of the organization.

In the contingency plans there is a description of certain critical scenarios as well as a procedure to
counter them. The scenarios are partly based on risk assessments and partly on actual incidents (or
near-incidents) and are enhanced on an ongoing basis.

Annual tests are conducted of various parts of the contingency plan. These tests are evaluated and sub-
sequently improvement initiatives are identified.

3.5.3. Control objective C: Organisational security measures
Procedures and controls are complied with to secure that the data processors have implemented organ-
izational measures to ensure suitable security of processing.

The General Data Protection Regulation specifies that suitable technical and organizational security
measures must be established. IST Group AB manages this security setup using implemented policies,
like policies for:

e Information security management

e Logical access control

e Physical security

e Mobile devices and teleworking

e Classification of information

e Processing/storing/erasing of personal data
e Data breaches

These policies set the general conditions for preventing accidental or illegal destruction, loss, or change,
as well as preventing non-authorized transfer of or access to personal data.

In addition to the general polices, a set of procedures is implemented which relates specifically to pro-
cessing personal data and how to act in compliance with the General Data Protection Regulation.
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Information and directions regarding collecting, storing and other kinds of processing personal data are
available for all employees on our intranet. All employees receive mandatory training about data pro-
tection, and ongoing awareness campaigns are part of our annual plan in relation to security communi-
cation.

Organisation of information security

We have established a dedicated steering committee for information security and data protection. The
steering committee is responsible for the overall management and control of security & data protection
in relation to all IST’s products and services we provide to our customers (data controllers).

This steering committee consists of relevant roles from product development, management, and com-
pliance, who are responsible for procedures and work routines in the departments for design, develop-
ment, and operations.

The steering committee operates in relation to a structured annual cycle of work ensuring follow-up on
all aspects of information security and data protection. This includes updating risk assessments, evalua-
tion of security and data protecting incidents, as well as updating and implementing of policies and
work procedures.

The committee’s primary task is to secure that all relevant security and data protection measures are
established and are complied with during all phases of the products’ life cycle. The committee identifies
and prioritizes risks, defines policies and procedures, and ensures that all employees have the neces-
sary knowledge and training to efficiently handle information security and data protection.

Human resources security

IST upholds severe recruitment procedures to ensure that staff with appropriate competences is em-
ployed. Verification is carried out of the applicant’s competences, CV, and previous work experience.
IST employees are matched against a predefined set of job descriptions that outlines competences, ar-
eas of responsibility, place in the organization’s structure, and reference to a manager. Obligations in
relation to confidentiality, NDA, and code of conduct are a part of the employment contract between
IST and the employee.

Onboarding programs are implemented focusing on rules and areas of responsibilities when employed
by IST in general — and directions in force at the department in question.

Termination of employment follows the offboarding procedure to ensure that all necessary steps are
performed correctly by managers, HR, and Corporate IT.

In the event of purchase of consultancy services or commencing cooperation with third parties in con-
nection with projects, and when confidential information is shared, obligations regarding confidentiality,
NDA, and code of conduct are part of our standardized basis of contracts.

IST invests in staff training to secure that all employees and consultants know and understand policies
and procedures regarding information security and data protection. We offer regular training programs
focusing on the specific directions and best practices applying to our organization.

Data Protection Officer (DPO)

Based on GDPR Article 38, guidance notes from national data protection agencies, and EDPB’s (the Arti-
cle 29 Group’s) recommendations in WP 243 rev. 02 - IST Group AB has assessed the need of attach-
ing a data protection officer to our organization. The assessment resulted in establishing a cooperation
with an external law firm - Focus Advokater P/S — and from this firm we have appointed Jesper Lgffler
Nielsen, Associated Partner, Barrister (High Court), PhD as data protection officer for IST Group AB and
the other companies in our group.
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3.5.4. Control objective D: The right to erasure ("“The right to be forgotten”)
Procedures and controls are complied with to ensure that personal data can be erased or returned if an
agreement is made with the data controller to this effect. The overall division of tasks for managing the
individual’s rights (including insight, correction, and erasure) between data controller, data processor,
and sub-processor is defined in a series of data processor agreements between the parties.

At IST Group AB and the other companies in the group, the allocation of responsibilities is made more
explicit in data processor agreements, rules, and procedures to the total effect that IST assists the data
controller in conforming to the data subject’s rights.

3.5.5. Control objective E: Sub-processor

IST Group AB has implemented a group policy “Supplier Code of Conduct” describing our expectations
and demands to suppliers (including sub-processors) in relation to parameters like human rights, qual-
ity, privacy protection, information security, sustainability etc.

In addition, a procedure is established about on-boarding, managing, and off-boarding suppliers. The
procedure defines responsibility and roles for managing suppliers, and it ensures that relevant demands
to security and quality are accommodated.

These procedures outline how to deal with sub-processors:

e In connection with selecting and commencing cooperation: Contracts, terms & conditions, data pro-
cessor agreements, risk assessment.

e« During ongoing cooperation: Follow-up on compliance, updating risks, problem handling.

e And discontinuation of cooperation: Termination of contracts, erasure/returning of data.

3.5.6. Control objective F: Storing personal data

As part of the total framework for information security, we have defined a security policy in relation to
third parties, and according to this policy, IST Group AB is not allowed to cooperate with a supplier,
who cannot comply with IST Group’s security standard. In addition to this, we have implemented pro-
cedures for due diligence, review of suppliers, and risk analysis regarding third parties, so that we en-
sure that a supplier or other third party, who is going to process personal data on behalf of IST Group
AB, has implemented appropriate technical and organizational measures to comply with the General
Data Protection Regulation.

Depending on the risk assessment, the assessment might be repeated with regular intervals. Further-
more, IST Group AB and the external data processor must sign a data processor agreement, and in this
agreement IST Group AB must specify our requirements to securing compliance with the General Data
Protection Regulation. The data processor agreement includes a condition stating that IST Group AB
can terminate the agreement, in the event the sub-processor does not comply with contractual require-
ments or does not comply with the General Data Protection Regulation.

According to the data processor agreements between |ST Group AB and the other companies of the
group, planned changes regarding sub-processors must be communicated well in advance to the com-
panies in the group. Furthermore, it must be ensured that specific demands regarding transfers to third
countries and other demands to technical and organizational measures are not impaired in any material
way compared to the signed data processor agreements between IST Group AB and the other compa-
nies of the group.
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3.5.7. Control objective G: Transfer of personal data to third countries
Transfer of personal data to third country or to organizations that have been a hot topic among the
public from the summer of 2020. IST Group AB and the regional companies are monitoring the devel-
opment very closely, and we acknowledge that our governmental customers are very preoccupied with
insuring themselves against undocumented transfers to third countries, and all things considered want
to totally avoid these issues. Thus, IST's strategy is to try to completely avoid transfers to third coun-
tries when possible.

In connection with IST Group AB and the other group companies’ customer-facing Saa$S solutions, IST
Group AB solely transfers personal information to third countries or international organisations, if an
agreement has been signed with a data processor or data controller about this by way of a data proces-
sor agreement with accompanying specific instructions. In addition, the transfer must be in compliance
with GDPR and national legislation regarding transfers to third countries.

When using sub-processors outside EU/EEA boundaries, the requirements for this purpose are defined
in IST's Supplier Management Model. In consequence of this, it is, inter alia, stated that all transfers to
foreign countries can solely take place on the following background:

e General or specific consent from the data controller/data processor
e Etablishing valid basis of transfer

e Etablishing necessary measures

e Follow-up and control with the transfer

3.5.8. Control objective H: Assisting the data controller

IST Group AB has defined internal procedures and directions for supporting requests from data sub-
jects. This includes descriptions of all necessary steps to reply to such requests, including how the re-
quest is processed, who is involved, how to identify a data subject’s personal data, and how the process
is documented and communicated to the data subject. The procedures support IST Group AB’s efforts
to comply with the notice of 30 days for replying to a request from a data subject.

In accordance with our procedure, IST Group AB will not accommodate a direct request from a data
subject but will always refer to the data controller. The procedure states that information will only be
forwarded to the data subject when the data controller has given advance consent in writing.

3.5.9. Control objective | : Data security breaches
Procedures and controls are complied with to ensure that action is taken in relation to every breach on
personal data security in accordance with the signed data processor agreement.

IST Group AB has implemented a policy for managing security incidents including information security
incidents and/or data protection breaches - a policy stating IST Group AB’s general responsibility in the
event of security incidents.

In addition to the general policy, IST Group AB has implemented an “Incident Management Process”,
"Operationel Incident Process”, which defines in detail how incidents must be handled including reme-

dial action and reporting to data processor and data controller.

In accordance with the procedure, the data controller must always be informed in case of an incident
involving personal data processed by IST Group AB on behalf of the data controller.
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3.6. Complementing controls at data processor and data controller

Some of the control objectives included in IST Group’s system description can only be fulfilled if action
is taken together with complementing and efficiently working controls at data processors and data con-
trollers. The present report does not cover whether such controls have a suitable design, are imple-
mented, or work efficiently.

The Data processor, |ST Group AB's subsidiaries (IST ApS, International Software Technology AS, IST
Sverige AB and IST Deutschland Gmbh.

It is the data processor’s responsibility to have implemented suitable policies and procedures to comply
with the requirements of responsibility and obligations laid down in the overall data processor agree-
ment — an agreement containing the following aspect (the list is not complete):

e Personal data forwarded to IST Group AB is updated and correct.

e Securing the legality of the directions forwarded to IST Group AB in relation to data protection leg-
islation in force at the time in question.

e That the directions are in accordance with the data processor agreements and the services provided
by IST Group AB.

o That the data processor has appropriate user access management regarding personal data.

e That the role as Incident Manager is described in the procedure for handling data breaches (Inci-
dent Management Process), is performed by a competent employee, and is handled efficiently.

e That the procedure for right to insight is handled efficiently in the communication with the data
controller and with the data subject, if any.

The data processor IST Group AB are themselves responsible for managing the following control objec-

tives:

o Development, operations, configuration, monitoring, and maintenance of own services provided to
IST Group AB’s customers.

e Configuration and monitoring of backup.

e FErasure of customer data, database backups

e Handling “the right to be forgotten” in backups.

e Choice of "appropriate security level”, re-assessments and follow-ups, and tests of security con-
trols, see Article 32 of GDPR which is relevant for services developed by or on behalf of IST Group
AB.

o Keeping records of categories of persons and personal data (Article 30 of GDPR) in relation to pro-
prietary customers services (Article 30 records).

Data controller (customers of I ST Group AB’s subsidiaries)

e Personal data handed over to IST Group AB’s subsidiaries (IST ApS, International Software Tech-
nology AS, IST Sverige AB, IST Deutschland Gmbh is updated and correct.

e Securing the legality of instructions transferred to |ST Group AB’s subsidiaries (IST ApS, Interna-
tional Software Technology AS, IST Sverige AB, IST Deutschland Gmbh) in relation to the data pro-
tection legislation in force at the time in question.

e That the user access management to personal data at the data processor is appropriate.
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CHAPTER 4:
Control objectives, control activity, tests,

and findings

The purpose of this report is to provide information to the data controllers about control measures at
IST Group AB that might impact the processing of personal data, and in addition to provide the Data
Controllers with information about the operational efficiency of the tested controls.

Below the grey field are three columns:

e The first column tells the activities IST Group AB, according to their documentation, has put into
practice to comply with the requirements.

e The second column tells how we have decided to test, whether facts tally with descriptions.

e The third column tells the findings of our test.

The Tests Performed
The tests performed in connection with establishing the control measures’ design, implementation, and
operational efficiency are conducted using the methods described below:

Inspection Reading of documents and reports containing information about exe-
cution of the control. This includes, inter alia, reading and deciding
about reports and other documentation to assess, whether it can be
expected that the design of specific control measures will be effi-
cient, if implemented. Furthermore, it is assessed whether control
measures are monitored and controlled sufficiently and with appro-
priate intervals.

Enquiries Enquiries to/interview with relevant staff at IST Group AB. Enquiries
have included how control measures are performed.
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Observation We have observed the performance of the control.

Repeating the control Repeated the relevant control measure. We have repeated the per-
formance of the control to verify that the control measure works as
assumed.
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Control objective A: Instructions regarding processing

Procedures and controls are complied with to ensure that instructions for the processing of

personal data are complied with consistent with the signed data processing agreement.

IST Group’s control activity

The data processor has proce-
dures for entering into written
Data Processor Agreements in
accordance with the services
provided by the data processor.

The data processor uses a
standard Data Processor Agree-
ment, when entering into Data
Processor Agreements.

When entering into written
Data Processor Agreements
based on the data controller’s
standard, the data processor
uses a check list stating the re-
quirements the data processor
must live up to.

Data Processor Agreements in-
clude information about the use
of Sub-processors.

Data Processor Agreements
must be signed and be stored
electronically.

On an ongoing basis, and at
least once a year, assessment
is made whether the proce-
dures need updating.

Any signed Data Processor
Agreement includes instruc-
tions from the data controller.

The data processor obtains in-
structions for processing of per-
sonal data from the data con-
troller in connection with sign-
ing the Data Processor Agree-
ment.

The data processor only pro-
cesses personal data as stated
in the instructions from the
data controller.
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Beierholm’s performed test

We have in interviews asked Manage-
ment about the control measures.

Procedures in writing exist including a
requirement that personal data must
only be processed when a Data Proces-
sor Agreement and accompanying in-
structions to this effect are available.

Inspected documentation disclosing the
foundation on which personal data is
processed (standard for Data Processor
Agreement) as well as disclosing that
this basis must be approved by the data
controller.

It is established that a structured work
procedure is applied, laying down the
demands the data processor must live
up to.

Inspected that the standard for entering
into Data Processor Agreements includes
the naming of approved sub-processors.

Inspected documentation disclosing that
the foundation for processing personal
data is based on a signed Data Processor
Agreement and that the said agreement
is stored in electronic format.

We have checked that the procedures
are updated.

We have in interviews asked Manage-
ment about the control measures.

Inspected that formalised procedures ex-
ist ensuring that personal data is only
processed in accordance with instruc-
tions.

Inspected that the standard for entering
into Data processor Agreements includes
stating instructions regarding data pro-
cessing.

Findings

No comments.

No comments.
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Control objective B: Technical security measures

Procedures and controls are complied with to ensure that the data processor has implemented tech-

nical measures to safeguard relevant security of processing.

IST Group’s control activity

Risks are minimized based on
assessment of their probability,
consequences, and derived im-
plementation costs.

The findings contribute to the
identification and prioritisation
of management interventions
and precautionary measures
necessary to address relevant
risks.

Risk assessments are updated
on a regular basis as needed,
but as a minimum once a year.

pThere is documentation for
operational procedures regard-
ing business-critical systems,
and the procedures are availa-
ble to staff with a work-related
need.

Management has implemented
policies and procedures to se-

cure satisfying segregation of

functions.

A management of the opera-
tions environment is estab-
lished to minimize the risk of
technical crashes.

An ongoing capacity forecast is
performed based on business
expectations to growth, and
new activities, and the capacity
requirements derived thereof.

Changes to functionality is
tested before they are put into
operation.

Development and test are per-
formed in development envi-
ronments that are separated
from production environments.

A version management system
is used to register all changes
to the source code.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test Findings

Inspected that formalized procedures ex- No comments.
ist ensuring that the data processor per-
forms a risk assessment to safeguard

relevant security.

We have checked that the company's ex-
posure is managed on a current basis
and that relevant adaptations of conse-
quences and probabilities are made reg-
ularly.

Inspected that the performed risk as-
sessment is updated and includes the
present processing of personal data.

We have: No comments.

e Asked Management whether all rele-
vant operational procedures are
documented.

e In connection with audit of each op-
erational area, controlled via sam-
pling tests that documented proce-
dures are established and that there
is accordance between the docu-
mentation and the performed proce-
dures.

e Performed inspection of users with
administrative rights to verify that
access is due to work-related needs
and does not compromise the seg-
regation of functions.

e Asked Management about the per-
formed procedures/control activi-
ties.

e Reviewed on a sample basis that the
resource consumption in the opera-
tional environment is monitored and
adapted to the expected and neces-
sary capacity requirements.

We have asked Management whether: No comments.

e An overall quality managing model
is devised for handling software de-
velopment.

e Procedures, including accompanying
work routines, are in place for roll-
ing out software changes to the live
production.

e Procedures are in place for separa-
tion of the production environment
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Development environments and
test environments are sepa-
rated from each other.

For all systems and databases
used for processing personal
data, appropriate antivirus sys-
tems are installed, and they are
updated on an ongoing basis.

Backup of systems and data-
bases is performed every day.

For the production environ-
ments used for processing per-
sonal information, a monitoring
system with alarm is estab-
lished.

Especially risky operating sys-
tems and network transactions,
or network activities are moni-
tored. Deviations are investi-
gated and solved in due time.

The systems log when the us-
ers log on and of the systems.

BEIERHOLM

from the environments for develop-
ment and maintenance.

e Procedures and work routines are in
place for dealing with version
changes as well as a supporting sys-
tem for recording changes to the
source code.

e Formalized procedures are in place
for separation of test environments
and production environments for
use in relation to software develop-
ment.

We have:

e enquired about and inspected the
procedures/ control activities per-
formed in the event of virus attacks
or outbreaks.

e enquired about and inspected the ac-
tivities meant to increase the em-
ployees’ awareness of precautions
against virus attacks or outbreaks.

e verified that antivirus software is in-
stalled on systems and databases re-
lated to IST Private Cloud Solution.

e inspected on a sample basis that an-
tivirus software is updated.

We have:

e asked Management about the proce-
dures/ control activities performed.

e examined backup procedures on a
test basis to confirm that these are
formally documented.

e examined backup log on a test basis
to confirm that backup has been
completed successfully and that
failed backup attempts are handled
on a timely basis.

e examined physical security (e.g. ac-
cess limitations) for internal storage
locations to confirm that backup is
safely stored.

Inspected that for systems and data-
bases used for processing personal infor-
mation, a monitoring system with alarm
is established.

We have:

e asked Management about the proce-
dures/ control activities performed
and have examined the system
setup on servers and important net-
work units as well as verified that
parameters for logging have been
set up, thus transactions made by
users with extended rights are being
logged.

No comments.

No comments.

No comments.

No comments.
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Only in the event of suspected
or identified abuse of the sys-
tems, users are actively moni-
tored.

A central monitoring tool is
used which sends alerts, if
known errors occur. If possible,
it is monitored whether an er-
ror is about to occur to react
proactively.

Changes to operating systems
are carried out according to es-
tablished procedures which en-
sure maintenance containing
relevant updates and patches,
including security patches.

Networks must be protected
against threats in order to se-
cure network-based systems
and the transmitted data.

Production environment must
be secured against failing sup-
ply in relation to redundancy to
network connection to the in-
ternet.

Adequate procedures for man-
aging threats in the form of at-
tacks from the internet (cyber-
attacks) must be implemented.

In this connection, tools for
managing the contingency ap-
proach in the event of a cyber-
attack must be devised.

BEIERHOLM

e checked on a test basis that logs
from critical systems are subject to
sufficient follow-up.

e ensured that a monitoring tool is
used and that this is available to all
employees.

e ensured that alerts are sent by email
and SMS, if errors occur.

We have asked Management, whether
procedures for patch management are
established in IST Group AB.

By inspection on test basis, we have ver-
ified that

e adequate procedures are applied,
when controlled implementation of
changes to the production environ-
ment of IST Group AB is performed.

e changes to IST Group AB operation
environment comply with directions
in force, including correct registra-
tion and documentation of applica-
tions about changes.

On a test basis, we have inspected that
the operating systems are updated in
compliance with procedures in force and
that current status is registered.

It has been checked that necessary pro-
tection against unauthorised access is
implemented, including:

e Appropriate procedures for managing
network equipment are established.

e Segregation of user functions is es-
tablished.

e Appropriate logging and monitoring
procedures are established.

e Managing the company’s network is
coordinated in order to ensure opti-
mal utilisation and a coherent secu-
rity level.

We have controlled that an adequate
number of procedures with accompany-
ing contingency plans regarding manag-
ing threats in relation to cyber-attacks
are implemented.

We have by inspection on a test basis
ensured

e that appropriate framework for man-
aging cyber-attacks is devised.

e that plans for managing the threat
are devised and implemented.

No comments.

No comments.

No comments.
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External access to systems and
databases used for processing
personal data takes place via
secured firewall.

The data processor has imple-
mented a policy — defining
strength and protocol for en-
cryption - for encrypting per-
sonal data.

The established technical
measures are tested on an on-
going basis using vulnerability
scans and penetration tests.

Supervising physical security:

Physical access control is es-
tablished to premises and data
centres, where personal infor-

mation is stored and processed.

Teleworking must take place
via two-factor authentication.

The data processor has imple-
mented a procedure for user
administration ensuring that
creating and removing of users
is a controlled process and that
all user creations are author-
ized.

User rights are granted based
on work-related needs.

Privileged (administrative) ac-
cess rights are granted to sys-

tems and units based on work-
related needs.

A quarterly review is performed
of users and user rights.

Logging is performed of all ac-
cess to systems and data.

BEIERHOLM

e that the plans include cross-organi-
sational collaboration between inter-
nal groups.

Inspected that external access to sys-
tems and databases used for processing
personal data only takes place via se-
cured firewall. Inspected that firewall is
configured in accordance with internal

policy.

Inspected the existence of formalized
procedures ensuring that transmission of
sensitive and confidential information via
the internet is protected by strong en-
cryption based on a recognized algo-
rithm.

Inspected that formalized procedures ex-
ist for ongoing testing of technical
measures, including making vulnerability
scans and penetration tests.

We have asked Management whether
procedures for physical security are es-
tablished.

We have inspected that ST Group has
established an appropriate framework
for operations, and that physical barriers
and access control to the data centre are
established. In that connection, we have
inspected that supervision regarding
physical security is performed at sub-
processors.

Controlled the existence of formalized
procedures ensuring that two-factor au-
thentication is applied when teleworking
is used.

Inspected the existence of formalized
procedures for limiting users’ access to
personal information.

Inspected the existence of formalized
procedures for following up whether us-
ers’ access to personal information is in
accordance with their work-related
needs.

Inspected that the agreed technical
measures support the maintenance of
limitation in the users’ work-related ac-
cess to personal information.

Inspected the existence of established
work tasks for ongoing review of users
and user rights.

Inspected the existence of formalized
procedures for installation of logging
user activities in systems and databases
used for processing personal data.

No comments.

No comments.

No comments.

No comments.

No comments.

No comments.
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A uniform framework is estab-
lished for the organisation’s
contingency plans to ensure
that all plans are coherent and
consider all security require-
ments - and to determine the
prioritization of testing and
maintenance.

BEIERHOLM

SKABER BALANCE

/‘

We have asked Management whether

plans for business continuity manage
ment are devised. By inspection on a

“—v

No comments.

sample basis, we have verified:

that appropriate framework for prep-
aration of business continuity man-
agement has been established

that contingency plans are prepared
and implemented

that the plans include business conti-
nuity management across the organ-
isation

that the plans include appropriate
strategy and procedures for commu-
nication with the customers.

that contingency plans are tested on
a regular basis

that maintenance and reassessment
of the total basis for business conti-
nuity management is undertaken on
a regular basis.
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Control objective C: Organizational security measures

Procedures and controls are complied with to ensure that the data processor has implemented

organisational measures to safeguard relevant security of processing.

IST Group’s control activity

The data processor has devised
and implemented an informa-
tion security policy.

The data processor’s infor-
mation security policy is re-
viewed and updated as a mini-
mum once a year.

The data processor has estab-
lished and documented a sys-
tem for control of information
security.

The data processor carries out
screening of potential employ-
ees prior to employment.

The data processor has devised
and implemented a procedure
for resignation/dismissal of em-
ployees upon termination of
employment.

Upon resignation/dismissal the
employee is informed that the
signed confidentiality agree-
ment remains valid.

All employees are subject to
confidentiality.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test

We have in interviews asked Manage-
ment about the control.

Inspected that an information security
policy exists, which the Management has
considered and approved during the pre-
vious year.

Inspected documentation disclosing that
the information security policy has been
communicated to relevant stakeholders,
including the data processor’s employ-
ees.

We have in interviews asked Manage-
ment about the control.

Inspected the existence of a formalized
framework for the management for on-
going handling and control of infor-
mation security.

We have in interviews asked Manage-
ment about the control.

Inspected that formalised procedures are
in place to ensure screening of the data
processor’s employees as part of the
employment onboarding process.

We have in interviews asked Manage-
ment about the control.

Inspected procedures ensuring that re-
signed/dismissed employees’ rights are
deactivated or terminated upon termina-
tion of employment, and that assets like
admission cards, pc, mobile phone etc.
are returned.

We have in interviews asked Manage-
ment about the control.

Inspected that formalized procedures ex-
ist ensuring that resigned/dismissed em-
ployees are made aware of the contin-
ued validity of the confidentiality agree-
ment.

We have in interviews asked Manage-
ment about the control.

Inspected via the employment contract
that the employee is subject to confiden-
tiality.

Findings

No comments.

No comments.

No comments.

No comments.

No comments.

No comments.
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All employees have signed an
employment contract that in-
cludes a clause about confiden-
tiality.

Upon appointment, awareness
training is provided to the data
processor’s new employees
with respect to data protection
and information security.

The data processor provides in-
troduction course for new em-
ployees, including processing
personal data from the data
controllers.

On a regular basis, the data
processor provides training to
the employees with respect to
data protection and information
security as well as handling
hereof.

The data processor has ap-
pointed a data protection of-
ficer, who meets the require-
ments regarding appropriate
competences.

BEIERHOLM

We have in interviews asked Manage-
ment about the control.

Inspected, using a sample of 4 employ-
ees, that the employees in question have
signed an agreement which includes a
clause about confidentiality.

We have in interviews asked Manage-
ment about the control.

Inspected that the data processor pro-
vides awareness training to all employ-
ees - training including general IT secu-
rity and security of processing related to
personal data.

Inspected, using a sample of 4 employ-
ees, that the said employees have been
introduced to:

e The information security policy

e Procedures in relation to data pro-
cessing as well as other relevant in-
formation.

We have in interviews asked Manage-
ment about the control.

Inspected that the data processor pro-
vides introduction course for new em-
ployees about processing security in re-
lation to personal information.

We have in interviews asked Manage- No comments
ment about the control.

On a regular basis, the data processor
provides training to the employees with
respect to data protection and infor-
mation security as well as handling
hereof.

Inspected documentation for the data
processor’s assessment whether a data
protection officer must be appointed.

Inspected documentation for the publica-
tion of the data protection officer’s con-
tact information.

Inspected documentation for Manage-
ment’s processing and approval of the
appointment of the data protection of-
ficer, including ensuring the data protec-
tion officer’s competences.

No comments.

No comments.

No comments.

No comments.
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Management has ensured that
the data protection officer is
bound to professional secrecy
and confidentiality in relation to
performing his/her duties.

The data protection officer has
devised procedures in writing -
updated at least once a year -
in which the data protection of-
ficer’s involvement, activities,
and reporting is described.

Management has ensured that
the data protection officer has
performed his/her duties in ac-
cordance with the available
procedures, including ensuring
the data protection officer’s
tasks at the data processor.

ER BAI

Inspected documentation proving that
Management has pledged the data pro-
tection officer to professional secrecy
and demands regarding confidentiality.

Inspected the existence of updated pro-
cedures in writing regarding the data
protection officer’s involvement, activi-
ties, and reporting — to ensure the pro-
cedures are sufficient and updated.

Inspected documentation proving that
Management has ensured that the data
protection officer has performed his/her
duties according to the available proce-
dures, including ensured the perfor-
mance of the data protection officer’s
tasks at the data processor.

No comments.

No comments.

No comments.
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Control objective D: Erasing personal data

Procedures and controls are complied with to ensure that personal information can be erased

or returned if an agreement is signed with the data controller in this regard.

IST Group’s control activity

Written procedures exist which
include a requirement that per-
sonal data must be stored and
erased in accordance with the
agreement with the data con-
troller.

Upon termination of the pro-
cessing of personal data for the
data controller, data has, in ac-
cordance with the agreement
with the data controller, been:

e Returned to the data con-
troller; and/or

e FErased if this is not in con-
flict with other legislation.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test

Inspected that formalised procedures are
in place for storing and erasing personal
data in accordance with the agreement
with the data controller.

Inspected that formalised procedures are
in place for returning or erasing the data
controller’s data upon termination of the
processing of personal data.

Findings

No comments.

No comments.
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Control objective E: Storing of personal data

Procedures and controls are complied with to ensure that the data processor will only store

personal data in accordance with the agreement with the data controller.

IST Group’s control activity

Procedures in writing exist in-
cluding a requirement that per-
sonal data must only be stored
in accordance with the agree-
ment with the data controller.

On an ongoing basis — and at
least once a year - it is as-
sessed whether the procedures
must be updated.

Data processing, including stor-
age, by the data processor
must only take place in the lo-
calities, countries or regions
approved by the data control-
ler.

The data processor keeps rec-
ords of processing activities as
data processor.

The records are updated on a
regular basis in relation to ma-
terial changes.

The records are updated as a
minimum once a year in con-
nection with the annual review.

The records are stored elec-
tronically in the data proces-
sor’s system/file drive.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test

Inspected that formalised procedures ex-
ist for only storing and processing per-
sonal data in accordance with the data
processor agreements.

Inspected that the procedures are up-
dated.

Inspected that the data processor has
complete and updated records of pro-
cessing activities stating localities and
countries.

We have in interviews asked Manage-
ment about the control.

Inspected that the data processor has
total and updated records of processing
activities.

Inspected that the records of processing
activities are updated and maintained.

Inspected the existence of an internal
task in the form of a review of the rec-
ords of processing activities.

Inspected that the records of processing
activities are stored in an electronic for-
mat.

Findings

No comments.

No comments.

No comments.

No comments.

No comments.

No comments.
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Control objective F: Sub-processors

Procedures and controls are complied with to ensure that only approved sub-processors are
used and that, when following up on such processors' technical and organisational measures to

protect the rights of data subjects and the processing of personal data, the data processor en-
sures adequate security of processing.

IST Group’s control activity

Written procedures exist which
include requirements for the
data processor when using sub-
processors, including require-
ments for sub-processor agree-
ments and instructions.

On an ongoing basis, and at
least once a year, assessment
is made whether the proce-
dures need updating.

The data processor only uses
sub-processors who have been
specifically or generally ap-
proved by the data controller to
process personal data.

When changing the generally
approved sub-processors used,
the data controller is informed
in time to enable such control-
ler to raise objections and/or
withdraw personal data from
the data processor. When
changing the specially ap-
proved sub-processors used,
this must be approved by the
data controller.

The data processor has sub-
jected the sub-processor to the
same data protection obliga-
tions as those stated in the
data processor agreement or
similar document with the data
controller.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test Findings

Inspected that formalised procedures are No comments.
in place for using sub-processors, includ-

ing requirements for sub-processor

agreements and instructions.

We have checked that the procedures
are updated.

Inspected that the data processor has a No comments.
complete and updated list of sub-proces-

sors used.

Inspected, using a sample of 3 sub-pro-
cessors from the data processor’s list of
sub-processors, that there is documen-

tation disclosing that the sub-processors
data processing is stipulated in the data
processor agreements - or other ways is
approved by the data controller.

’

Inspected that formalised procedures are No comments.
in place for informing the data controller

when changing the sub-processors used.

Inspected the existence of signed sub- No comments.
processor agreements with sub-proces-
sors used and included in the data pro-

cessor’s list.

Inspected using of a sample of 3 sub-
processor agreements that these agree-
ments include the same requirements
and obligations as are stipulated in the
data processor agreements between the
data controllers and the data processor.
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The data processor has a list of
approved sub-processors dis-
closing:

e« Name;
e Business Registration No.;
e Address;

e Description of the pro-
cessing.

Based on an updated risk as-
sessment of each sub-proces-
sor and the activity taking
place at such processor, the
data processor regularly follows
up thereon through meetings,
inspections, reviews of audi-
tor's reports or similar activity.
The data controller is informed
of the follow-up performed at
the sub-processor.

BEIERHOLM

ER BAI

Inspected that the data processor has a
complete and updated list of sub-proces-
sors used and approved.

Inspected that, as a minimum, the list
includes the required details about each
sub-processor.

Inspected that formalised procedures are
in place for following up on processing
activities at sub-processors and compli-
ance with the sub-processor agree-
ments.

Inspected documentation disclosing that
each sub-processor and the current pro-
cessing activity at such processor are
subjected to risk assessment.

Inspected documentation disclosing that
appropriate update has been performed
on technical and organisational
measures, processing security at the
sub-processors used, basis for transfer
to third countries, etc.

No comments.

No comments.
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Control objective G: Transfer of personal data to third countries etc.

Procedures and controls are complied with to ensure that the data processor will only transfer

personal data to third countries or international organisations in accordance with the agree-
ment with the data controller as well as by using a valid basis of transfer.

IST Group’s control activity

Written procedures exist which
include a requirement that the
data processor must only
transfer personal data to third
countries or international or-
ganisations in accordance with
the agreement with the data
controller and by using a valid
basis of transfer.

On an ongoing basis, and at
least once a year, assessment
is made whether the proce-
dures need updating.

The data processor is only al-
lowed to transfer personal in-
formation to third countries or
international organisations ac-
cording to instructions from the
data controller

The data processor has as-
sessed and documented that a
valid basis of transfer exists in
connection with transfer of per-
sonal information to third coun-
tries or international organisa-
tions.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test Findings

Inspected that formalised procedures No comments.
exist to ensure that personal data is only

transferred to third countries or interna-

tional organisations in accordance with

the agreement with the data controller

by using a valid basis of transfer.

We have checked that the procedures
are updated.

Inspected that the data processor has No comments.
guidelines ensuring that personal infor-

mation is only transferred to third coun-

tries or international organisations in ac-

cordance with instructions from the data

controller.

We have in interviews asked Manage- No comments.

ment about the control.

We have asked whether any data has
been transferred to third countries or in-
ternational organisations in connection
with IST Group’s deliveries, and we have
been informed that no data has been
transferred to third countries or interna-
tional organisations in connection with
IST Group’s deliveries.
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Control objective H: Assisting the Data Controller

Procedures and controls are complied with to ensure that the data processor can assist the data

controller in handing out, correcting, erasing, or restricting information on the processing of per-
sonal data to the data subject.

IST Group’s control activity

The data processor has devised
a procedure for assistance to
the data controller in relation to
ensuring the rights of data sub-
jects.

The Data Processor is obliged
to acquire an ISAE 3000 Report
regarding the technical and or-
ganizational security measures
in relation to the processing
and protection of personal in-
formation.

On request, the Data Processor
provides the necessary infor-
mation to the Data Controller
and the Supervisory Authority
in connection with audit and in-
spection of the Data Processor.

The data processor has estab-
lished procedures in so far as
this was agreed that enable
timely assistance to the data
controller.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test

We have in interviews asked Manage-
ment about the control.

Inspected that formalised procedures are
in place for the data processor’s assis-
tance to the data controller in relation to
the rights of data subjects.

We have in interviews asked Manage-
ment about the control.

Inspected that IST Group acquires an
ISAE 300 Report regarding the technical
and organizational security measures in
relation to processing and protecting of
personal information.

We have in interviews asked Manage-
ment about the control.

Inspected that the standard data proces-
sor agreement includes requirements to
the Data Processor to assist the Data
Controller and the Supervisory Authority
in relation to audit and inspection.

We have via interview asked Manage-
ment about the control.

Inspected that there are procedures in
place enabling timely assistance to the
data controller.

Findings

No comments.

No comments.

No comments.

No comments.
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Control objective |I: Data security breaches

Procedures and controls are complied with to ensure that any security breaches are responded to in

accordance with the signed data processor agreement.

IST Group’s control activity

The data processor informs the
data controller about any per-
sonal data security breaches
without undue delay.

The data processor updates the
data controller about all rele-
vant and necessary informa-
tion when the information is
available for the data proces-
sor.

Communication between data
processor and data controller is
documented and stored.

BEIERHOLM

VI SKABER BALANCE

Beierholm’s performed test

We have in interviews asked Manage-
ment about the control.

Inspected the existence of formalized
procedures which include a requirement
to inform the data controller without un-
due delay in the event of any personal
data security breaches.

We have in interviews asked Manage-
ment about the control.

Inspected that existing procedures for
informing the data controllers in the
event of any personal data security
breaches include detailed procedures
for:

o Description of the nature of the per-
sonal data security breach,

e Description of the probable conse-
quences of the personal data secu-
rity breach,

e Description of measures taken or
proposed to be taken to handle the
breach on personal data security.

Inspected documentation disclosing that
in the event of personal data security
breaches measures have been taken to
handle the personal data security
breach.

We have via interview asked Manage-
ment about the control.

Inspected that the data processor keeps
records of security incidents with specifi-
cations including which incidents caused
personal data security breaches.

Inspected that the data processor has
included any personal data security
breaches occurring at sub-processors in
the data processor’s records of security
incidents.

Findings

No comments.

No comments.

No comments.
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The data processor has estab-
lished monitoring of the system
for detection of security
breaches.

The data processor has devised
a procedure for assessment
and identification of personal
data security breaches.

The data processor records
personal data security breaches
in the data breach log.

The data processor has estab-
lished procedures for gathering
experience of personal data se-
curity breaches.

Procedures are devised to com-
ply with the requirements of
assistance to the data control-
ler in relation to personal data
security breaches.

BEIERHOLM

We have in interviews asked Manage- No comments.

ment about the control.

Inspected that system monitoring with
alarms is established in relation to sys-
tems and databases used for processing
personal data.

Inspected that the data processor pro-
vides awareness training for employees
in relation to identification of any per-
sonal data security breaches.

Inspected documentation for monitoring
network traffic.

Inspected documentation for timely fol-
low-up on logging of access to personal
data.

We have in interviews asked Manage- No comments.

ment about the control.

Inspected that existing procedures for
informing the data controllers in the
event of any personal data security
breaches include detailed procedures
for:

e Description of the nature of the per-
sonal data security breach,

o Description of the probable conse-
quences of the personal data secu-
rity breach,

o Description of measures taken or
proposed to be taken to handle the
breach on personal data security.

Inspected documentation from the data No comments.

security breach log to ensure that data
breaches are recorded.

Inspected that the existing procedures No comments.

for handling personal data security
breaches include requirements in rela-
tion to gathering experience.

Inspected the existence of procedures No comments.

for the data processor’s assistance to the
data controller in relation to personal
data security breaches.
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                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform:  https://penneo.com/eula                      
                
                 
                     Dokumenter der underskrives
                     
                         
                             
                                 
                                     
                                
                                 
                                    Jeg underskriver dokumentet " "                                

                                 
                                                                                                             -  
                                            på vegne af    
                                            som  
                                

                                 
                                     
                                        Dokumentnøgle:  
                                    
                                     
                                        Dokumentets kryptografiske   hash-værdi:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


         /Ij8hL8PzvkeKACuEq8CgiVafSHLhWUdXiWhg+EMB5M=   DuaydNOWvtuhx2qRF1CmX3366ZVFeOu/sfaD5Ws2sOU=      AQAB           2024-12-02T09:51:56.792Z     vWdTOvvBrIJEVAMG1NSsPjLdwuZUj2UsIWzggYgkmwk=  CN=Penneo Production CA Sign Root g1r20240514, O=Penneo A/S, L=Copenhagen, C=DK 327178592139778442692535076193194206868277436186        


 
             
                 
             
             IST GROUP AB - ISAE3000 REPORT ON INFORMATION SECURITY AND DATA PROTECTION - DECEMBER 2024
             P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E
             SHA-256
             9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e
             
                                     
                                                     Beierholm
                                                                             Partner, State-Authorized Public Accountant
                                            
                            
        
    

            
             
                 
     
     
         
             
                 
                    body {
                        color: #222222;
                        font-size: 12px;
                        padding: 0px;
                        margin: 0px;
                        font-family: 'Helvetica', 'Arial', sans-serif;
                    }
                    
                    div {
                        margin: 0;
                        padding: 0;
                    }
                    
                    .signing-box-section {
                        padding: 2px 0;
                        margin: 2px 0;
                        margin-top: 0;
                        border-top: 1px solid #cccccc;
                    }
                    
                    .signing-box-title {
                        font-size: 14px;
                        font-weight: bold;
                        padding: 10px 10px;
                    }
                    
                    .signing-box-subtitle {
                        font-size: 12px;
                        font-weight: bold;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-list-item .signing-box-subtitle {
                        padding: 5px 0px;
                    }

                    .signing-box-text {
                        font-size: 11px;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-small {
                        color: #666666;
                        font-size: 9px;
                        padding: 5px 0;
                        padding-top: 10px;
                    }
                    
                    .signing-box-list {
                        padding: 0;
                        margin: 0;
                    }
                    
                    .signing-box-list-item {
                        padding: 10px;
                        margin: 5px 0px;
                        font-size: 11px;
                        background: #F3F3F3;
                    }
                
            
             
                 
                    Erklæring og samtykke
                
                 
                     
                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    
                     
                        Jeg accepterer, at  mit fulde navn,  min aktuelle IP-adresse samt  mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    
                     
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
                    
                     
                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform:  https://penneo.com/eula                      
                
                 
                     Dokumenter der underskrives
                     
                         
                             
                                 
                                     
                                
                                 
                                    Jeg underskriver dokumentet " "                                

                                 
                                                                                                             -  
                                            på vegne af    
                                            som  
                                

                                 
                                     
                                        Dokumentnøgle:  
                                    
                                     
                                        Dokumentets kryptografiske   hash-værdi:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


         JW6NxbVoljT95kufRgkttyiZMK8Q7udz1rCbMce/ojQ=   MFAwqDxDD5GIq5Y+Y0oyYvnOWO12PA43vP/uPGE/jpg=      AQAB           2024-12-02T11:37:36.896Z     +7TO54q0U1PUHKc/+LTB7e5L2JuD+3yc9xb6ms8Gi5Q=  CN=Penneo Production CA Sign Root g1r20240514, O=Penneo A/S, L=Copenhagen, C=DK 41919903902325980899966385916841930910664508285        


 
             
                 
             
             IST GROUP AB - ISAE3000 REPORT ON INFORMATION SECURITY AND DATA PROTECTION - DECEMBER 2024
             P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E
             SHA-256
             9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e
             
                                     
                                                     IST Group AB
                                                                             Chief Compliance Officer
                                            
                            
        
    

            
             
                 
     
     
         
             
                 
                    body {
                        color: #222222;
                        font-size: 12px;
                        padding: 0px;
                        margin: 0px;
                        font-family: 'Helvetica', 'Arial', sans-serif;
                    }
                    
                    div {
                        margin: 0;
                        padding: 0;
                    }
                    
                    .signing-box-section {
                        padding: 2px 0;
                        margin: 2px 0;
                        margin-top: 0;
                        border-top: 1px solid #cccccc;
                    }
                    
                    .signing-box-title {
                        font-size: 14px;
                        font-weight: bold;
                        padding: 10px 10px;
                    }
                    
                    .signing-box-subtitle {
                        font-size: 12px;
                        font-weight: bold;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-list-item .signing-box-subtitle {
                        padding: 5px 0px;
                    }

                    .signing-box-text {
                        font-size: 11px;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-small {
                        color: #666666;
                        font-size: 9px;
                        padding: 5px 0;
                        padding-top: 10px;
                    }
                    
                    .signing-box-list {
                        padding: 0;
                        margin: 0;
                    }
                    
                    .signing-box-list-item {
                        padding: 10px;
                        margin: 5px 0px;
                        font-size: 11px;
                        background: #F3F3F3;
                    }
                
            
             
                 
                    Declaration and consent
                
                 
                     
                        With my signature I accept the content and all dates in the following documents, identified by their document key and cryptographic hash value.
                    
                     
                        I accept, that  my full name,  my current IP address and  my public certificate is digitally saved and stored, with the purpose of proving the validity of the signature.                    
                     
                        The information will be embedded in the signature and will thus be available for everyone who has access to the signed material.
                    
                     
                        Further, with my signature I accept the End User License Agreement (EULA) in force at any time for the use of Penneo Digital Signature Platform:  https://penneo.com/eula                    
                
                 
                     Documents being signed
                     
                         
                             
                                 
                                     
                                
                                 
                                    I sign the document " "                                

                                 
                                                                                                             -  
                                            on behalf of    
                                            as  
                                

                                 
                                     
                                        Document key:  
                                    
                                     
                                        The cryptographic   hash value of the document:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


         JKbgDhvMN7TarK7yG5UETMXic/OszmanFOvHZzSoQKc=   p7QQ1y1RXttabfdIDx+DoL3iqGBWU0mRWXxrq/46B64=      AQAB           2024-12-03T09:06:21.333Z     YrWsjpma8aWZNgCUJpDNQnJnsswMij45zPDesa2kOTE=  CN=Penneo Production CA Sign Root g1r20240514, O=Penneo A/S, L=Copenhagen, C=DK 1361269003775422452431319127008183984622848721701        


 
             
                 
             
             IST GROUP AB - ISAE3000 REPORT ON INFORMATION SECURITY AND DATA PROTECTION - DECEMBER 2024
             P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E
             SHA-256
             9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e
             
                                     
                                                     IST Group AB
                                                                             Chief Operation Officer
                                            
                            
        
    

            
             
                 
     
     
         
             
                 
                    body {
                        color: #222222;
                        font-size: 12px;
                        padding: 0px;
                        margin: 0px;
                        font-family: 'Helvetica', 'Arial', sans-serif;
                    }
                    
                    div {
                        margin: 0;
                        padding: 0;
                    }
                    
                    .signing-box-section {
                        padding: 2px 0;
                        margin: 2px 0;
                        margin-top: 0;
                        border-top: 1px solid #cccccc;
                    }
                    
                    .signing-box-title {
                        font-size: 14px;
                        font-weight: bold;
                        padding: 10px 10px;
                    }
                    
                    .signing-box-subtitle {
                        font-size: 12px;
                        font-weight: bold;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-list-item .signing-box-subtitle {
                        padding: 5px 0px;
                    }

                    .signing-box-text {
                        font-size: 11px;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-small {
                        color: #666666;
                        font-size: 9px;
                        padding: 5px 0;
                        padding-top: 10px;
                    }
                    
                    .signing-box-list {
                        padding: 0;
                        margin: 0;
                    }
                    
                    .signing-box-list-item {
                        padding: 10px;
                        margin: 5px 0px;
                        font-size: 11px;
                        background: #F3F3F3;
                    }
                
            
             
                 
                    Declaration and consent
                
                 
                     
                        With my signature I accept the content and all dates in the following documents, identified by their document key and cryptographic hash value.
                    
                     
                        I accept, that  my full name,  my current IP address and  my public certificate is digitally saved and stored, with the purpose of proving the validity of the signature.                    
                     
                        The information will be embedded in the signature and will thus be available for everyone who has access to the signed material.
                    
                     
                        Further, with my signature I accept the End User License Agreement (EULA) in force at any time for the use of Penneo Digital Signature Platform:  https://penneo.com/eula                    
                
                 
                     Documents being signed
                     
                         
                             
                                 
                                     
                                
                                 
                                    I sign the document " "                                

                                 
                                                                                                             -  
                                            on behalf of    
                                            as  
                                

                                 
                                     
                                        Document key:  
                                    
                                     
                                        The cryptographic   hash value of the document:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


{"documentKey":"P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E","version":"1.2","signatures":[{"signTime":"2024-12-02T09:06:52Z","ip":"212.98.xxx.xxx","signedDataFile":"3fe1566305181961.xml","signerSerial":"55a3ea90-967e-4a5c-b854-37be4db4517b","type":"penneo","signerName":"Jesper Aaskov Pedersen","subtype":"mitid.dk","organization":null,"signatureLines":[{"role":"Director, IT audit","onBehalfOf":"Beierholm"}],"dataFile":"3f9707be54861fa0.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e","key":"P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E","algorithm":"SHA-256"}]},{"signTime":"2024-12-02T09:51:57Z","ip":"212.98.xxx.xxx","signedDataFile":"3fdae3602735bbf0.xml","signerSerial":"bff7239f-6800-4339-865f-dbc13a357020","type":"penneo","signerName":"Kim Holm Larsen","subtype":"mitid.dk","organization":{"identifier":"32895468","name":"Beierholm Godkendt Revisionspartnerselskab","identifierType":"CVR"},"signatureLines":[{"role":"Partner, State-Authorized Public Accountant","onBehalfOf":"Beierholm"}],"dataFile":"3fe510e1dc5e070a.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e","key":"P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E","algorithm":"SHA-256"}]},{"signTime":"2024-12-02T11:37:37Z","ip":"78.153.xxx.xxx","signedDataFile":"3fef32baa40f4938.xml","signerSerial":"b9cfe549-94f6-4fc2-8141-83c10774214e","type":"penneo","signerName":"Nikoline Kofod Ravn","subtype":"mitid.dk","organization":null,"signatureLines":[{"role":"Chief Compliance Officer","onBehalfOf":"IST Group AB"}],"dataFile":"3fe1cf1f848ecc1d.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e","key":"P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E","algorithm":"SHA-256"}]},{"signTime":"2024-12-03T09:06:22Z","ip":"217.10.xxx.xxx","signedDataFile":"3fbaa31898aa6e38.xml","signerSerial":"se_bankid:f7c0f27b8c053579cb00df49faf111abb8918f00","type":"penneo","signerName":"Pär Ceril Mikael Folkesson","subtype":"bankid.se","organization":null,"signatureLines":[{"role":"Chief Operation Officer","onBehalfOf":"IST Group AB"}],"dataFile":"3fc41d79599ca854.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"9f5350761a3a5dd23045847123d8a23b749cc36408ef915b04aa9d45c43ed07e","key":"P8LWH-6X6J8-SHQXS-7YT31-VBYV4-1Z00E","algorithm":"SHA-256"}]}]}


 ========================= ============================ ================= ================================================================================================ 
  Time                      Name                         IP                Activity                                                                                        
 ========================= ============================ ================= ================================================================================================ 
  2024-12-02 09:05:07 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The document was created                                                                        
  2024-12-02 09:05:08 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    A signing link was activated for "Kim Holm Larsen"                                              
  2024-12-02 09:05:08 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    A signing link was activated for "Jesper Aaskov Pedersen"                                       
  2024-12-02 09:05:08 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    A signing link was activated for "Nikoline Kofod Ravn"                                          
  2024-12-02 09:05:08 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    A signing link was activated for "Pär Ceril Mikael Folkesson"                                   
  2024-12-02 09:05:12 UTC   Jesper Aaskov Pedersen       xxx.xxx.xxx.xxx   A signing request email was sent to "Kim Holm Larsen" at "kla@beierholm.dk"                     
  2024-12-02 09:05:12 UTC   Jesper Aaskov Pedersen       xxx.xxx.xxx.xxx   A signing request email was sent to "Jesper Aaskov Pedersen" at "jpe@beierholm.dk"              
  2024-12-02 09:05:12 UTC   Jesper Aaskov Pedersen       xxx.xxx.xxx.xxx   A signing request email was sent to "Nikoline Kofod Ravn" at "nikoline.kofod.ravn@ist.com"      
  2024-12-02 09:05:13 UTC   Jesper Aaskov Pedersen       xxx.xxx.xxx.xxx   A signing request email was sent to "Pär Ceril Mikael Folkesson" at "mikael.folkesson@ist.com"  
  2024-12-02 09:05:56 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The signing request email was opened by the signer                                              
  2024-12-02 09:05:59 UTC   Penneo system                212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:05:59 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 09:06:46 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 09:06:47 UTC   Penneo system                212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:06:47 UTC   Penneo system                212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:06:53 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The signer signed the document as Director, IT audit                                            
  2024-12-02 09:17:11 UTC   Penneo system                78.153.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:17:11 UTC   Nikoline Kofod Ravn          78.153.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 09:48:31 UTC   Kim Holm Larsen              212.98.xxx.xxx    The signing request email was opened by the signer                                              
  2024-12-02 09:48:35 UTC   Penneo system                212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:48:35 UTC   Kim Holm Larsen              212.98.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 09:51:52 UTC   Penneo system                212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:51:52 UTC   Kim Holm Larsen              212.98.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 09:51:54 UTC   Penneo system                212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 09:51:58 UTC   Kim Holm Larsen              212.98.xxx.xxx    The signer signed the document as Partner, State-Authorized Public Accountant                   
  2024-12-02 11:06:02 UTC   Penneo system                217.10.xxx.xxx    The document was viewed                                                                         
  2024-12-02 11:06:02 UTC   Pär Ceril Mikael Folkesson   217.10.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 11:28:58 UTC   Penneo system                217.10.xxx.xxx    The document was viewed                                                                         
  2024-12-02 11:28:58 UTC   Pär Ceril Mikael Folkesson   217.10.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 11:28:59 UTC   Penneo system                217.10.xxx.xxx    The document was viewed                                                                         
  2024-12-02 11:36:51 UTC   Penneo system                78.153.xxx.xxx    The document was viewed                                                                         
  2024-12-02 11:36:51 UTC   Nikoline Kofod Ravn          78.153.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 11:37:30 UTC   Penneo system                78.153.xxx.xxx    The document was viewed                                                                         
  2024-12-02 11:37:30 UTC   Nikoline Kofod Ravn          78.153.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-02 11:37:33 UTC   Penneo system                78.153.xxx.xxx    The document was viewed                                                                         
  2024-12-02 11:37:38 UTC   Nikoline Kofod Ravn          78.153.xxx.xxx    The signer signed the document as Chief Compliance Officer                                      
  2024-12-02 12:45:00 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-02 12:51:23 UTC   Jesper Aaskov Pedersen       212.98.xxx.xxx    The document was viewed                                                                         
  2024-12-03 09:05:49 UTC   Penneo system                217.10.xxx.xxx    The document was viewed                                                                         
  2024-12-03 09:05:49 UTC   Pär Ceril Mikael Folkesson   217.10.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-03 09:06:14 UTC   Penneo system                217.10.xxx.xxx    The document was viewed                                                                         
  2024-12-03 09:06:14 UTC   Pär Ceril Mikael Folkesson   217.10.xxx.xxx    The document was viewed by the signer                                                           
  2024-12-03 09:06:15 UTC   Penneo system                217.10.xxx.xxx    The document was viewed                                                                         
  2024-12-03 09:06:22 UTC   Penneo system                217.10.xxx.xxx    The document signing process was completed                                                      
  2024-12-03 09:06:23 UTC   Pär Ceril Mikael Folkesson   217.10.xxx.xxx    The signer signed the document as Chief Operation Officer                                       
 ========================= ============================ ================= ================================================================================================ 


		2024-12-03T09:06:25+0000
	Original document certified by Penneo




